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Many Keccak-based algorithms now defined (NIST, IETF)
Ensure: readily available for use with COSE == registered

Current need: 
• in COSE Algorithms, register those algorithms
• update some registrations to Recommended status

Roll up all the Keccak-related ones into this draft
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Upgrade registrations for KT and TurboSHAKE XOFs

IRTF RFC 9861 could not set the Recommended field to 
Yes ➔ do this now

Name Value Description Recommended

KT256 −264 KT256 XOF Yes

KT128 −263 KT128 XOF Yes

TurboSHAKE256 −262 TurboSHAKE256 
XOF

Yes

TurboSHAKE128 −261 TurboSHAKE128 
XOF

Yes
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Add Missing Registrations
Name Description Reference Recommended

HopMAC256 HopMAC based on KT256 XOF {{RFC9861}}, RFC-XXXX Yes

HopMAC128 HopMAC based on KT128 XOF {{RFC9861}}, RFC-XXXX Yes

TurboMAC256 prepend-key MAC 
(TurboSHAKE256 XOF)

{{RFC9861}}, RFC-XXXX Yes

TurboMAC128 prepend-key MAC 
(TurboSHAKE128 XOF)

{{RFC9861}}, RFC-XXXX Yes

KT-MAC-256 prepend-key MAC (KT256 XOF) {{RFC9861}}, RFC-XXXX Yes

KT-MAC-128 prepend-key MAC (KT128 XOF) {{RFC9861}}, RFC-XXXX Yes

cSHAKE128 cSHAKE128 {{NIST.SP.800-185}}, RFC-XXXX ?

cSHAKE256 cSHAKE256 {{NIST.SP.800-185}}, RFC-XXXX ?

KMAC128 KMAC128 {{NIST.SP.800-185}}, RFC-XXXX Yes

KMAC256 KMAC256 {{NIST.SP.800-185}}, RFC-XXXX Yes

KMACXOF128 KMACXOF128 {{NIST.SP.800-185}}, RFC-XXXX ?

KMACXOF256 KMACXOF256 {{NIST.SP.800-185}}, RFC-XXXX ?
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Plan
submit the draft
get good reviews
revise
adopt
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