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Changes Since IETF 123 in Madrid M . A
1 E T

@ Refined Abstract and Introduction to emphasize
@ the central novelty is not split algorithms as a concept,
@ but providing COSE alg IDs for use cases that benefit from split signing

@ Added Ed25519ph and Ed448ph registrations

@ Updated reference to ARKG parameter 1nfo, which became ctx

@ Added Security Considerations section
@ Replaced draft-ietf-jose-fully-specified-algorithms with RFC 9864



Why Split Signing? M . A
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@ Signing data too large to send to HSM holding private key
For example, cat video too large to send to FIDO authenticator to sign
Communication may be over restricted channels such as NFC, BLE

@® The good news

Many signing algorithms actually internally contain two steps
Hash the data to be signed
Use private key to sign the hashed data
@ Therefore, signing can be performed cooperatively by two parties
Application does the hashing (the “digester”)
HSM uses private key to sign the hashed data (the “signer”)

@ Signature verified in one step using standard algorithms




Split Signing Is Not New M . A
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@® Used with smart cards, HSMs, for instance

@ Useful when private key held in device with limited capabilities
Limited processing power
Limited bandwidth

@ Split signing similarly wanted for FIDO Authenticators, etc.



Motivating Use Case . A

@ Signing arbitrary data with WebAuthn/FIDO2 authenticators
® See proposed
® WebAuthn: sign(authData || SHA256(fn(data)))
® Want: sign(data)

V.

Request to sign Hash of Presentation

>

Signature over Presentation

Authenticator
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Web Wallet


https://github.com/w3c/webauthn/pull/2078

Background: Pre-hash Modes | %59

1 ETF

@ \Vith RSA or ECDSA, you are free to split the pre-hash step
from the core sighature step

Application HSM
sha256WithRSAEnNcryption
. >
Application HSM
- RSAEnNcryption
sha256( ) [ >

@ Both “modes” produce the same output, so this is just
“|mplementat|on detail” Slide by Mike Ounsworth — Used with permission



Why New Algorithm IDs? M . A
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@ Cannot define “split point” generically
Obvious for ECDSA/RSA: “digester just does the hash”
Nontrivial for ECSDSA (Schnorr): hashes over signer-chosen nonce

Nontrivial for ML-DSA: hashes over ctx prefix and public key
Arguably, ctx prefix should be controlled by signer (private key holder)?
See also

Impossible for PureEdDSA: hashes over private key

@® => E.g., WebAuthn “sign” extension cannot generically specify “the data to
be signed is pre-hashed by the application”

@ => Use new alg IDs needed to signal how to process data to be signed


https://datatracker.ietf.org/doc/html/draft-ietf-lamps-dilithium-certificates-07#appendix-D
https://datatracker.ietf.org/doc/html/draft-ietf-lamps-dilithium-certificates-07#appendix-D
https://datatracker.ietf.org/doc/html/draft-ietf-lamps-dilithium-certificates-07#appendix-D

Caveat: Some Incompatible Algorithms T\Wg%;\/@i

@ For example, EADSA hashes the message with the private key

Application HSM
M Kk: private key
. > r = H(H(K) || M)
signature includes r
Application HSM
r Resume EdDSA
r=H(H() || ) | > using r?

@ Application would need to know the private key k

® Cannot split this algorithm | . |
Slide based on original by Mike Ounsworth



ECDSA Split Signing Algorithms | <S50+
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Name COSE Value |Verification Algorithm [Description

ESP256-split |-300 ESP256 ESP256 | | divided for split
requested signing

ESP384-split |-301 ESP384 ESP384 | ] divided for split
requested signing

ESP512-split |-302 ESP512 ESP512 | ] divided for split
requested signing



https://yubicolabs.github.io/cose-two-party-signing-algs-rfc/draft-lundberg-cose-two-party-signing-algs.html#I-D.jose-fully-spec-algs
https://yubicolabs.github.io/cose-two-party-signing-algs-rfc/draft-lundberg-cose-two-party-signing-algs.html#I-D.jose-fully-spec-algs
https://yubicolabs.github.io/cose-two-party-signing-algs-rfc/draft-lundberg-cose-two-party-signing-algs.html#I-D.jose-fully-spec-algs

HashEdDSA Split Signing Algorithms | “$59<

1 E T
Name COSE Value |Verification Algorithm |Description
Ed25519ph-split |-303 Ed25519ph Ed25519ph divided for split signing
requested
Ed448ph-split -304 Ed448ph Ed448ph divided for split signing
requested
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Conveying Parameters from Digester to Signer 'f7\<>%§§ 7
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@ Some algorithms have parameters used when signing
For example: ML-DSA has the parameter ctx, [ARKG] has kh and ctx

@ For split signing, these parameters need to be conveyed from the
digester to the signer

@ COSE_Sign_Args structure enables this
Have fields for communicating these parameters between two parties

@ Enables unified, algorithm-agnostic protocol between digester and
signer

[AR KG] 1


https://datatracker.ietf.org/doc/draft-bradleylundberg-cfrg-arkg/
https://datatracker.ietf.org/doc/draft-bradleylundberg-cfrg-arkg/
https://datatracker.ietf.org/doc/draft-bradleylundberg-cfrg-arkg/
https://datatracker.ietf.org/doc/draft-bradleylundberg-cfrg-arkg/

Example additional args for ESP256- @ <&
split using key derived w/ ARKG-P256 | ' B T F

{
3:-65539, ; alg: ESP256-split with ARKG-P256 (placeholder value)

; ARKG-P256 key handle
; (HMAC-SHA-256-128 followed by
SEC1 uncompressed ECDH public key)
-1: h'27987995f184a44cfa548d104b0a461d
0487fc739dbcdabc293ac5469221da91b220e04c681074ec4692a76ffacb9043de
c2847ea9060fd42da267f66852e63589f0c00dc88f290d660c65a65a50c86361",

; ctx argument to ARKG-Derive-Private-Key
-2: '"ARKG-P256.test vectors',

}

[ARKG]:
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https://datatracker.ietf.org/doc/draft-bradleylundberg-cfrg-arkg/

Status and Next Steps T\%EW?'/\,@?

@ Status
Draft is stable

Meets needs of a real use and important use case
wwWallet, which won the German FUNKE wallet competition

Incorporates review feedback from IETF 122 and IETF 123

@ Next Steps
Working group adoption?
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https://github.com/wwWallet
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