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Motivation

● Jurisdictions like the UK require age verification online
○ Restrict access to social media and adult content
○ Naive solutions incur major privacy risks (Discord breach)

● The EU is designing requirements for a digital wallet
○ There’s interest in using zero knowledge ([1], [2])

● Longfellow is a scheme for ZK proofs, optimized for statements on 
legacy cryptography (ECDSA and SHA-256)

● Compatible with existing, issued credential formats like mDOC
● Better privacy, no new issuance, acceptable performance
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https://www.computerworld.com/article/4070276/major-discord-hack-exposes-the-real-risks-of-digital-id.html
https://eu-digital-identity-wallet.github.io/eudi-doc-architecture-and-reference-framework/1.1.0/arf/
https://github.com/eu-digital-identity-wallet/eudi-doc-architecture-and-reference-framework/issues/200
https://ageverification.dev/av-doc-technical-specification/docs/architecture-and-technical-specifications/#71-zero-knowledge-proofs
https://eprint.iacr.org/2024/2010.pdf


Background

● Deployed in Google Wallet, used to authenticate to Bumble

● longfellow-zk, C++ implementation by Google

● zk-cred-longfellow, Rust implementation by ISRG underway 

● EUDI wallet implementations interested in adopting

○ Multipaz, wwWallet
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https://blog.google/products/google-pay/google-wallet-age-identity-verifications/
https://github.com/google/longfellow-zk/
https://github.com/abetterinternet/zk-cred-longfellow
https://github.com/openwallet-foundation/multipaz
https://github.com/wwWallet


Background

● draft-google-cfrg-libzk has previously been discussed at CFRG
○ RG members expressed interest
○ Unclear how exactly CFRG would pursue this
○ On the CFRG Thursday session agenda 

● Eric Rescorla argues that a ZK proof scheme is one piece of a biiiiig 
architecture

● IAB/W3C Workshop on Age-Based Restrictions on Content Access
○ London, October 7-9
○ Attendees and IAB still digesting?
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https://datatracker.ietf.org/doc/html/draft-google-cfrg-libzk-01
https://datatracker.ietf.org/meeting/124/materials/agenda-124-cfrg-04
https://educatedguesswork.org/posts/age-verification-id/
https://datatracker.ietf.org/group/agews/about/


Additional background materials

● RealWorldCrypto ‘25 talk slides | video

● Simons Institute talk
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https://iacr.org/submit/files/slides/2025/rwc/rwc2025/17/17_slides.pdf
https://www.youtube.com/watch?v=G52iNwkrF8E
https://simons.berkeley.edu/talks/abhi-shelat-northeastern-2025-08-08


Desired dispatch outcome

● I’m not sure

● Implementations want to interoperate and need a target

● Academics, industry, regulators need an open venue to 

collaborate

● Define a research problem for CFRG?

● Wait for IAB to set direction?
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Before the templates - for your information

● Strict time requirement: 
○ 5 mins (max 5 slides) for explaining the proposal, after 

presentation there will be 5 mins for collecting the community 
feedback and Chairs summary

● Please have your draft slides ready 5 days before the meeting to 
leave Chairs enough time to review and provide feedback 

● Please have the final slides ready 3 days before the meeting for the 
community to get familiar before the meeting 

● Please follow the “Preparing your slides” guidance in the secdispatch 
wiki,
● https://wiki.ietf.org/group/secdispatch 

Please delete this slide, information only7

https://wiki.ietf.org/group/secdispatch

