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GNSS (Global Navigation Satellite Systems) are under attack.
Little can be done for signal interference
Tremendous political pressure to stop spoofed messaging

ALL GNSS CORE Constellations (GPS, GALILEO, GLONAS, Beidou) support or will
support SBAS (Satellite-based augmentation system)
(SBAS is implemented on a regional basis, provides an
enhanced signal for aircraft during safety-critical phases like
landings)

Via SBAS (and GNSS) messaging can be authenticated.
Only GALILEO signals are authenticated for now for civil use



But the available SBAS link budget is VERY small as are the individual messages
(250 bits!)

ICAO SBAS work has selected a modified TESLA authentication
(with CA for authenticating TESLA keys) to protect GNSS

This modified TESLA MAY be used for ADS-B as well
(but less spare link capacity and the PKI is much harder)

RFC 4082 is dated, and not exactly what is in ICAO documentation

Bring 4082 forward, cryptographically
and public review of ICAO activity . . X304
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Background

@® I[CAO TESLA guidance at DOI_10.33012_navi.595
Authentication of Satellite-Based Augmentation Systems with Over-the-Air Rekeying
Schemes

This is the latest in a number of iterations years in the works

@ Unfortunately, ICAO work documents not public
SBAS documents may be available on request (WiP)

® Initial drdft:
Draft-moskowitz-tesla-update-gnss-sbas

I am reasonable embedded in the ICAO processes



Background

@ T7ESLA SBAS X.509 certs in ICAO Doc 10169

Publication “imminent”
Orthogonal to TESLA functionality
SBAS CAs certificates small
Could be smaller but they stayed with SHA1 for SKI/AKI

@ Over-the-air certificates sent in C509 encoding
See my comments about this on COSE list

@® Updating TESLA is, potentially, new to IETF - a heads up
@ In discussions with original TESLA authors for participation



Desired dispatch outcome

@® Should the IETF update TESLA?

A variant will be used by ICAO
@ So just enough for current projects or serious review/update?
@ Is this AD-sponsored or existing/new workgroup?
@® Additional discussion with a new non-WG mailing list
@ Side meeting - https://trello.com/c/ao03NL2Kn
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