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Modification Algebra reconsidered

e Decoupled from DKIM2-Signature
o Can use without DKIM2-Signature, but needed for DKIM2-Signature.

e Includes hashes of content
o Per-MIME part binary hash (defined in terms of IMAP part numbers)
o DKIM-style body and header hashes (named headers)
o  Algorithmic dexterity

e Simplified description language

Base64 only, no cleartext (whitespace safe, header safe)

Mention is replacement (delete is implicit)

Range-based copy; “field body” or line.

Header Fields are “BC” - they count backwards.
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Addressing parts of the message

Foo:
Bar:
Foo:
Foo:
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Line 1
Line 2
Line 3

Indexed from 1.

Count from the bottom.
Separate counter for
each field name,

Indexed from 1.
Count from the top.



The Header-Field replacement syntax

h.field-name=header-recipe

Where header-recipe is a comma separated list of instructions to create field
bodies:

e Db:base64 => Decode the base64 to get the field body, NOT including CRLF

e c:start-end => copy the inclusive range of field bodies from the source
message

e z => destroyed data here, unable to recover this header to previous version.

All existing header-fields with field-name are replaced. The case of field-name
SHOULD be retained.



-Header Field Replacement Example

Mail-Version: h.Foo=c:1-2

Foo: 3
Bar: 1
Foo: 2
Foo: 1

Bar:
Foo:
Foo:




The Body Replacement syntax

b=body-recipe
If not set, retain the entire existing body.
If set, describes the complete body to create, in terms of lines:

e Db:base64 =>insert the decoded value as a line into the output body
e c:start-end => copy the numbered lines of the source into the output body
e z => destroyed data here, unable to recover this body to previous version.

NOTE: there’s nothing stopping the program from copying the same line multiple
times.

NOTE: the expression ‘b :’ describes an empty line



Body Replacement Example

Mail-Version:

Line 1
Line 2
Replaced Line
Line 4

b=c:1-2,b:TGluzSAz,c:4-4

\\\\ Line

Line
Line
Line
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A real Mail-Version header

Mail-Version: mv=5; a=sha256;
h=authentication-results:authentication-results:
authentication-results:authentication-results:
authentication-results:received-spf:
extra-header: feedback-id:mime-version:date:to:
message-id:message-id-hash:precedence:
subject:list-i1d:archived-at:list—-archive:
list-help:list-owner:list-post:list-subscribe:
list-unsubscribe:content-type: from;
hh=HTSOUvsVCIDFUlf4JmgHzgL3WFCQYwvgz0IuOKGreg8=;
bh=WmM5apg+WQpxS7eMhcbLvggEs5dgqin5Mlw/L82Lmt+k=;
ph.1l.1=hlkoLuRAyKa6ls3XaNd99SQujwAXcZwDnUQs0eIWS+Q=;
ph.1.2=1Y1JktXbxIiRb461z3BUY/tFmrbS34BIgPUHadsegYU=;
ph.2=RvkbxQFigTaGWpkgLwdLyRQ4y5c2pl1EkKGOQ2+P3/dfM=;
h.Authentication-Results=c:1-1; h.Received-SPF=




Lines MUST NOT contain CRLF

e Field body has a strict definition in RFC5322 section 2.2

[...] A field body MUST NOT include CR and LF except
when used in "folding" and "unfolding"

e The definition of body in RFC5322 section 2.3 is:

The body of a message 1s simply lines of US-ASCII characters. The
only two limitations on the body are as follows:

o CR and LF MUST only occur together as CRLF; they MUST NOT appear
independently in the body.

o Lines of characters in the body MUST be limited to 998 characters,
and SHOULD be limited to 78 characters, excluding the CRLF.



Open Questions/Issues

e Is this language expressive and powerful enough, or too much?

e \What should be made optional with hashes? Body, Headers, Parts?

o Do we want to add bh.n.m to hash the un-decoded body of individual MIME parts, and hh.n.m
to hash the headers of the MIME part as well?

e Is the name ‘Mail-Version” OK?

o Potential confusion with MIME-Version

e Need ABNF for everything; including pulling some in by reference.
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