draft-fobser-dnsop-dnssec-keyrestore

Florian Obser (fobser@ripe.net) / Martin Pels (mpels@ripe.net)
IETF 124, November 2025, Montreal - DNSOP




Problem Statement

e DNSSEC private key MUST be kept confidential.
= Hardware Security Module (HSM).
= Operational policy "Private key MUST NOT leave the signer
unencrypted.”
e Both schemes effectively prevent backups.
e Compromise: Secret sharing w/ Key Share Holders.
= At best annoying.
= Thereis a good chance we get this wrong.



Can we do better?



Yes!

e DNSSEC signed zones are integrity protected.
o Effectively public data > Backups are easy.
e Use RFC 7583 keyrollovers to restore signing if / when private
key becomes inoperable.
= Timing considerations are slightly different
= For some duration, zone content cannot be changed
o Not all schemes work
= Signer MUST NOT remove old RRSIGs.
= (Please read the document how this actually works).



Next steps

e Authors: Try this out & work with signer implementers
e WG: Interest to work on this?



