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Recap to Nowhere
In our previous episode...

• Discussion about the INTERNAL namespace, and the ambiguity that might 
result from internal signed zones vs. provably non-existent external names


• The idea of publishing the fact that a zone cut exists without specifying what 
servers the child is delegated to


• The idea that doing that same thing as a secure delegation might allow a 
DNSSEC chain of trust to be extended from an externally-visible namespace 
to an internal one


• Doing this by declaring a convention that a single NS RR with empty RDATA 
means "a zone cut exists" without needing to specify nameservers
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Insecure Delegation to Nowhere
Featuring Ducklings

; zone data published by an external nameserver

$ORIGIN EXAMPLE.ORG.

; the zone DUCKLING.EXAMPLE.ORG exists, but in another
; namespace

DUCKLING  3600  IN  NS  .

￼3



Secure Delegation to Nowhere
Featuring Puppies

; zone data published by an external nameserver
 
$ORIGIN EXAMPLE.ORG.

; the signed zone PUPPY.EXAMPLE.ORG exists,
; but in another namespace

PUPPY  3600  IN  DS  [...]
             NS  .
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Delegation to Nonsense
Featuring Kittens

; zone data published by an external nameserver

$ORIGIN EXAMPLE.ORG.

KITTEN  3600  IN  NS  A.CAT-SERVERS.EXAMPLE.
                  NS  B.CAT-SERVERS.EXAMPLE.
                  NS  .                        ; unusual
                  NS  C.CAT-SERVERS.EXAMPLE.
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This Crazy Idea has Precedent
It's just more crazy, it's not new crazy

• RFC 2782: An SRV target of "." means that the service is not available at the 
corresponding domain


• RFC 7505: An MX RR with an empty target means the corresponding domain does 
not accept e-mail


• RFC 9460: An AliasMode SVCB RR with a target of "." means that the service is not 
available or does not exist


• Use of empty MNAME to mean that the corresponding domain does not accept 
dynamic updates (not standardised, but observed)


• Use of empty RNAME to mean that the corresponding domain does not wish to 
publish a technical contact (not standardised, but observed)
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No Protocol Changes Required
Camels Rejoice

• No special handling is required by authoritative servers


• No special handling is required by recursive servers


• No special handling is required by forwarders


• No special handling is required by stub resolvers


• No special handling is required by applications


• DNSSEC works naturally across disjoint namespaces without anybody having 
to perform a quirklafleeg
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This is Awesome, Let's Adopt It
I mean, let's calmly discuss next steps

• This idea has been floating around the list for a while


• Presented very briefly in Madrid with no time for questions


• What should we do with it?
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