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EAP-PPT Status
- First draft (draft-sawant-eap-ppt) posted 2024-07-03 


- Presented draft to EMU and PrivacyPass WGs @IETF120 (Vancouver 
2024/08)


- Incorporated EMU WG member pre-adoption feedback (draft 01 & 02)


- Adopted by EMU WG 2025/06


- Presented update in IETF123, open question: Should EAP-PPT be able 
to provide user identification in case of network abuse?
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Should an EAP-Method (like EAP-PPT) include network abuse handling 
mechanism? 

- EAP-PPT leverages identity-free credential and recommends not including user identifiers in RADIUS attributes


- Other EAP Methods that use tunneled credential transport do not specify identity-based abuse methods


- Often Identity-based abuse control is not sufficient or possible

- Only applies to abuse that happens post-authentication. Repeated rejected authentication is also abuse


- Often requires different entities to coordinate (network & AAA)


- In practice Layer 2 mechanisms are often used (MAC address):

- Rotating, but stable per BSSID for 2 weeks (current state)


- Ability to control access pre-association 


- Does not require coordination between entities


- What about 802.11bi? MAC rotates but AP and station exchange permanent identifier post-authentication


- Ongoing work in Privacypass WG on Anonymous Credit tokens (https://datatracker.ietf.org/doc/draft-schlesinger-
privacypass-act/) could also serve this purpose, and can be leveraged by EAP-PPT


Conclusion: We believe idenity-based abuse handling is out of scope for EAP-PPT draft
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Next steps
- We believe the document is ready for detailed review by the working 

group 


- Can we get working group members to sign up for review?


- Perform IANA registrations
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Thank you!
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