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The Evolution of Fibre Infrastructure

® As of 2025, there are
more than 600 undersea
fibre optic cables,
representing nearly 14
million kilometres of
cable, carrying 97-98% of
global internet traffic.

® A single cable can now
carry over 300 Tbps.

® Undersea cable maps are
readily available.

Telegeography


https://www.submarinecablemap.com/

Growth of Terrestrial Fibre

When it comes to
terrestrial fibre networks \
much less information is \
available. Some operators j |
publish network maps, ,’ : =] - }
many do not. i)


https://afterfibre.nsrc.org/
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South Africa: Dark Fibre Africa
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ITU Infrastructure Connectivity Map
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Terrestrial Fibre Mapping Challenges

m Accuracy - Existing map sources vary: official maps (from some operators),
shareholder reports, World Bank studies, and other ‘informal” sources.

Completeness - Most maps are not complete and many need updating. Most
map data lacks sufficient information to inform policy and development.

/*\
\yV/

Publication Format — Operators that publish map data are limited in the ways
that they can publish - interactive webpages, PDF or KML

@ Validation - Mapping providers have difficulty verifying and keeping their data
current.



Multistakeholder initiative

@ THE
The World Bank, the International WORLD
Telecommunications Union (ITU), BANK

Mozilla Corporation, the Internet

Society (ISOC), Liquid Intelligent
Technologies, CSquared, and Digital LI QU | D moz'lla

INTELLIGENT TECHNOLOGIES

Council Africa are partnering to
promote the collaborative
development of open data
standards for describing
telecommunications infrastructure.

Internet
Society

o



The Open Fibre Data
Standard (OFDS) is a
standard for publishing
data on terrestrial fibre

optic broadband
infrastructure.



Benefits to Governments and Regulators

(6 [ 5 | ¢ [ P W U v -

* More effective network investments by
accurately targeting the unserved.

. !mproved coordination across Digital map created of Uit
infrastructure sectors e.q. road, underground pipes and cables
electricity, rail, oil & gas. s

« Reduction of physical network
iInterruption and destruction.

« QOpportunity for national and regional
benchmarking

o

https://wwwbbc.com/news/science-environment-65174512



Benefits to Governments and Regulators

Understanding the true
extent of national fibre
infrastructure

Benefits to cyber security.
Redundancy is key to
network resilience.

Resilience has less to do with
failsafe networks than

networks that are safe when
they fall. LT s
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Benefits to Operators

o Opportunities for small ISPs, rural
operators in particular.

o More strategic information for
Investors

o Levelling the playing field in terms of
information sharing and building trust

o Better evidence of the socio-economic
Impact of their networks

o Better network analysis tools

NOFBI BACKBONE FIBRE OPTICAL TRANSMISSION NETWORK




Open Data Standard Example
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Open Fibre Data Standard

¢ Describes what data to
capture about fibre networks

¢ Provides a vocabulary and
structure for fibre network
data

o Offers guidance and software
tools for publishers and users

Network
providers

Network ‘
‘J Physical

infrastructure
provider

Contracts

Funders




What does that look like?

“networks": [

"id": "febb76d1-ddd6-466f-ada6-9419572b830b",
"name": "Brazil",
"nodes": |

Iltdn: liell,
"name": "Calcoene",
"location": |
"type": "Point",
"coordinates": |
-50.945839,
2.496629
]
b
"address": |
"country": "BR"
}
"status": "operational”
P
{

“td": ll1ll’

|Inamll: "Mapa“,

"location": |
"type": "Point",

— Status: operational
— Status: planned
~ Status: underConstruction

@ Status: operational

© Status: planned

© Status: underConstruction
@ Status: proposed




Components

Schema and codelists Documentation Open source tools
Define the structure and A primer, guidance and Software tools for
format of OFDS data, the reference documentation converting, validating and

meaning of each field, and the covering how to publish and exploring OFDS data.
rules that must be followed to use OFDS data. CoVE (Convert, Validate,
publish OFDS data. Explore)

Network

Open Fibre Data Standard

Open Fibre Data Standard CoVE coment v y Siandard Documeniation

id



https://open-fibre-data-standard.readthedocs.io/en/latest/
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Categories of Data

Location data Technical data Administrative data

The route of fibre cables, the
coordinates of PoPs, towers
and IXPs.

Capacity, ITU fibre
standards, power availability.

The organisations that own

and operate infrastructure,

the status of infrastructure,
dark fibre availability.

b
-

SERIES G TRAMIRESSION SYSTERS AND MEDS,
CHGITAL SYHTERER AND: M TWORAS
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Reach

The initial focus of OFDS lies in describing national and middle mile networks
but will ultimately encompass last mile networks.

BOTSWANA

Undersea

National

Middle mile

h______

Last mile



https://www.submarinecablemap.com/
https://bofinetarcgisportal.bofinet.co.bw/portal/home/

Data sharing possibilities

Operator
Association

=

o

Operator

Regulator

Operator

Different
organisations
may combine
Open Fibre Data
with various data
sources to serve
their individual
missions.

20



Work in 2025 @WORLDBANKGROUP >X COMMUNICATIONS

AUTHORITY OF KENYA

* Development of standard
governance

» Development of software tools for
OFDS - QGIS plug-in

* Collaboration with World Bank
support for OFDS in East Africa

» Collaboration with Africa BB Maps
Initiative

» Advocacy for OFDS in Latin
America and Asia Pacific

iy Africa BB Maps
https://africabbmaps.itu.int/ .



https://africabbmaps.itu.int/

Find out more at...

eoe =) Home — Open Fibre Data Stand X e
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Home About Getting Started Resources Contact Us

A community-driven solution for mapping the world's Internet backbone

The Open Fibre Data Standard (OFDS) is a common language for describing terrestrial fibre optic networks. It also works to establish norms among
operators and regulators for information sharing regarding terrestrial fibre deployments.

The standard facilitates the exchange, analysis, and visualization of fibre network data for different stakeholders, including governments, telecom providers,
and researchers.

By providing a consistent schema, OFDS enhances interoperability, transparency, and informed decision-making in broadband expansion and resilience
efforts.

& https://ofds.info



https://ofds.info/

Supplemental slides for a discussion
on transparency and cyber security



The Cost of Obscurity

The risks of economic costs from

obscurity are significant: MTN suffers 939 fibre cuts in five months

. A 2021 study with MTN Ghana i
estimated the cost of cuts like

this would amount to a loss of
USD750,000 in the 5 month
period.

- This does not include the
economic losses from the cut to
enterprises that depend on that
infrastructure.

MTN Ghana suffered nine hundred and thirty-nine (939) incidents of fibre cable cuts y
between January to May 2022, an increment of 14.65% compared to 819 cuts recorded their baby for G
same period last year.




Evidence from Existing Operators

Evidence from operators who I T R R GE
currently share detailed maps of l

their fibre network
Infrastructure suggest that
publicly available maps are not
a critical point of security
vulnerability.

The case of operators in Ukraine
are a dramatic case in point.

https liretn. netlenlnetworklnetwork-map



Undersea and Terrestrial Interdependence

Undersea cable cuts in 2024
exposed Africa’s connectivity risks

ITU has convened an international
group to consider undersea cable

resiliency

In the 2024 disruption off Cbte
d’Ivoire terrestrial fibre played a
critical role in recovery

We need to consider undersea and
terrestrial fibre infrastructure
together to form a true picture of
resilience



Public Data Obfuscation
IS an Option

Terrestrial fibre network maps
can be published in a manner
that is useful to researchers, but
which also provides sufficient
obfuscation of map data to allay
operator concerns regarding
security.

There are a number of technical
approaches to achieving this.

Bokeh: Obfuscating Physical Infrastructure Maps

Yugali Gullapalli
yugali@cs.wisc.edu
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ABSTRACT

Physical infrastructures that facilitate e.g., delivery of
power, water and communication capabilities are of intrinsic
importance in our daily lives. Accurate maps of physical
infrastructures are important for permitting, maintenance,
repair and growth but can be considered a commercial and/or
security risk. In this paper, we describe a method for obfus-
cating physical infrastructure maps that removes sensitive
details while preserving key features that are important in
commercial and research applications. We employ a three-
tiered approach: tier 1 does simple location fuzzing, tier 2
maintains connectivity details but randomizes nodey/link lo-
cations, while at tier 3 only distributional properties of a
network are preserved. We implement our tiered approach
in a tool called Bokeh which operates on GIS shapefiles that
include detailed location information of infrastructure and
produces obfuscated maps. We describe a case study that
applies Bokeh to a number of Internet Service Provider maps.
The case study highlights how each tier removes increasing
amounts of detail from maps. We discuss how Bokeh can be
generally applied to other physical infrastructures or in local
services that are increasingly used for e-marketing.

CCS CONCEPTS

» Security and privacy — Data anonymization and
sanitization.

Permission to make digital or hard copies of all or part of this work for
personal or classroom use is granted without fee provided that copies are not
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of this work owned by others than ACM must be honored. Abstracting with
credit is permitted. To copy otherwise, or republish, to post on servers or to
redistribute to lists, mqmms prior specific permission and/or a fee. Request
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1 INTRODUCTION

Accurate maps of the geographic characteristics and fea-
tures of physical infrastructures such as power, water and
communication systems are routinely generated and main-
tained by both public and private entities. These maps are
important for a wide range of applications including inven-
tory management, risk permitting, m
repair and growth. These maps are also important in a wide
variety of research contexts that seek to assess complex com-
binations of characteristics or capabilities and/or make fun-
damental and longer term improvements to infrastructure.

Our study is concerned with maps that convey character-
istics of physical infrastructure. Such maps typically include
details of locations of key components (e.g., buildings), which
we refer to as nodes, and ivity between
(e.g., various forms of rights of way, wires, conduits, etc.),
which we refer to as links. Representations of such infras-
tructure appear as a graph or network on a map. Moreover,
they are often instantiated in a standard GIS format such as
ESRI's shapefile or Google’s KML/KMZ so that they can be
easily visualized, analyzed and combined with other data.
We argue that there are two fundamental features of such
maps that define their accuracy. Location accuracy is the cor-
respond between the rep d geographic locations
of individual nodes/links in a map with their actual (ground
truth) locations. Graph accuracy is the correspondence be-
tween individual nodes and links in a map and their actual
physical connectivity in the network. In each case an exact
match between the map and the true physical infrastructure
would mean the map is 100% accurate.

Unfortunately, there are risks in publishing 100% accurate
physical maps. First is the risk of attack on the physical in-
frastructure locations identified in the maps. These attacks
seek to damage nodes and/or links causing outages that could
have broader impact. Examples of such attacks (which were

https://ixcs.uoregon.edu/~ram/papers/LocalRec-2019.pdf
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A Common Language

OFDS is both an Open Data and an Open
Standards initiative.

Having a common language through an O p e n D a t a

Open Standard for describing terrestrial

fibre optic network is essential to +
understanding network resilience and

requlatory compliance. This is true

whether the data is made public or kept O p e n Sta n d a rd

to a limited group.

Regulators and operators can choose
together the level of transparency that is
appropriate.
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