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Hackathon Plan

• Discuss open questions for identity crisis

• Involved I-Ds1,2,3,4

1Tschofenig, Sheffer, Howard, Mihalcea, Deshpande, Niemi, and Fossati, Using Attestation in Transport Layer Security (TLS)
and Datagram Transport Layer Security (DTLS), 2025

2Fossati, Sardar, Reddy.K, Sheffer, Tschofenig, and Mihalcea, Remote Attestation with Exported Authenticators, 2025
3Mihalcea, Sardar, and Fossati, Use Cases and Properties for Integrating Remote Attestation with Secure Channel Protocols,

2025
4Yuxuan and Selander, Remote attestation over EDHOC, 2025
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What we learned

Post-handshake attestation is a
suitable choice for standardization.

Classical Lowe’s hierarchy of
authentication is not suitable!
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Next steps

• UFMRG: Tuesday

• SEAT WG: Tuesday

• RATS WG: Thursday/Friday

• Side meetings
• Attestation in Confidential Computing, Monday, 14:45-16:45, McGill
• Identity Crisis in Confidential Computing, Tuesday, 14:45-16:15, McGill
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Pointers to resources

• Wiki page5

• 3 main ways to combine attestation in TLS:

• Pre-handshake attestation6

• Intra-handshake attestation7

• Post-handshake attestation: I-D8 and Sec. 4 in this paper9

• Remote Attestation for Confidential Computing10

• Repo for attestation11

• Some recent slides and videos12

• Slides from side-meeting at IETF 12213

• #attested-tls on IETF slack
5https://github.com/EuroProofNet/ProgramVerification/wiki/AttestedTLS

6https://www.researchgate.net/publication/385384309_Towards_Validation_of_TLS_13_Formal_Model_and_

Vulnerabilities_in_Intel’s_RA-TLS_Protocol

7https://datatracker.ietf.org/doc/draft-fossati-tls-attestation/

8https://datatracker.ietf.org/doc/draft-fossati-seat-expat/

9https://www.researchgate.net/publication/367284929_SoK_Attestation_in_Confidential_Computing

10https://www.researchgate.net/publication/375592777_Formal_Specification_and_Verification_of_

Architecturally-defined_Attestation_Mechanisms_in_Arm_CCA_and_Intel_TDX

11https://github.com/CCC-Attestation/formal-spec-TEE

12https://github.com/CCC-Attestation/formal-spec-KBS

13https://www.researchgate.net/publication/390121641_Presentation_Attested_TLS_Fundamentals
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