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RADIUS PROTOCOL-ERROR

PROBLEM

‣ Many RFCs require servers to “silently discard” well-formed, authentic packets 
from known sources 

‣ You can’t tell the difference between an error situation and lost packet 

‣ clients retry, which adds more packets for no result 

‣ outstanding packets cause problems more connections, etc. 

‣ due to the 8-bit packet identifier space in RADIUS (yay 1993)
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RADIUS PROTOCOL-ERROR

SOLUTION - PROTOCOL-ERROR 

‣ Link-layer signal “I received your packet, and can’t do anything with it.  Please 
send it somewhere else” 

‣ Implementations and interoperability tests 

‣ FreeRADIUS, radsecproxy, Radiator, Cisco (future) 

‣ found corner cases in implementations 

‣ Found changes we will need to make to the specification 

‣ Will be discussed later this week at RADEXT
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RADIUS PROTOCOL-ERROR

NEXT - QUIC?

‣ Discussion with Cullen Jennings about RADIUS over QUIC 

‣ Many questions answered, looks to be feasible 

‣ No commitment to implement it yet
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