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What is Secure Hybrid Network Monitoring?

* Monitoring characteristics of “hybrid networks” deployed across
hybrid and mixed cloud environments, esp. on the security aspects

o E.g., geo-locations, operators, link quality, tunnel properties

o More details: see IETF-123 Hackation slides at
https://datatracker.ietf.org/meeting/123/materials/slides-123-hackathon-
sessd-secure-hybrid-network-monitoring-ietf123hackathon-00

e Related two Internet-Drafts

o Secure hybrid network monitoring - Problem statement
= https://datatracker.ietf.org/doc/draft-oiwa-secure-hybrid-network/

o Secure Hybrid Network Monitoring - Path Characteristics Service
= https://datatracker.ietf.org/doc/draft-oiwa-path-characteristics-service/
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Hackathon Plan at IETF 124

Based on the two I-Ds, regarding the core PCS function of
“acquiring telemetry information from nodes along the path,”
we examined use cases following the previous IETF Hackathon

and confirmed PCS's usefulness.

The two use cases confirm as follows:
— Case 1: Monitoring and alerterting about characteristics
with sudden path changes
— Case 2: Pre-flight evaluation for characteristics of planned
pathes

IETF Hackathon - Secure Hybrid Network Monitoring



PoC setting

Web Server
(Python)
R3
(AS65003)
|_BGPCLI | R1 R2

(AS65001) (AS65002)

R4
(AS65004)
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PoC Result (1/2)

* Confirmed operation in two use cases (below: result of Case 1)

PCS Query Interface

Commen: JP-only Policy Query (Basic Form):

I POST Query

UseCase 1: R3 Down - Switch to R4 Route
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PoC Result(2/2)

* Confirmed operation in two use cases (below: result of Case 1)
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Next Plan

e To implement more of core PCS functions,
esp. “PCS to PCS” and “Policy Matching”

¢ Provide feedback to our I-Ds.
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Wrap Up

Team members:
* Yutaka Oiwa
— v.oiwa@aist.go.jp
* Satoru Kanno
— kanno@gmo-connect.jp

e Yumi Sakemi
— sakemi-yumi@gmo-connect.jp

<For more details>

e Secure hybrid network
monitoring - Problem

statement

https://datatracker.ietf.org/doc/html/draft-
oiwa-secure-hybrid-network-02

 Secure Hybrid Network
Monitoring - Path

Characteristics Service

https://datatracker.ietf.org/doc/html/draft-
oiwa-path-characteristics-service-00
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