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Hackathon Plan, Software and Website

Test Plan

Y Message Broker integration IETF YANG-Push - Intro intro implementations standards

¢ Validate draft-ietf-nmop-message-broker-telemetry-message for draft- o, BB A By A
ietf-nmop-yang-message-broker-integration integration against YANG ﬂ ‘ e

schema with yanglint

Software

YANG-Push Publisher - Cisco 10S XR

YANG-Push Publisher - 6WIND VSR

YANG-Push Publisher - Huawei NE (Router) and MA (OLT)
YANG-Push Receiver — Netgauze

YANG-Push Receiver — Pmacct

udp-notif dissector - Wireshark

draft-jetf-

https://www.network-analytics.org/yp/how-to-deploy.html



https://datatracker.ietf.org/doc/html/draft-ietf-nmop-message-broker-telemetry-message
https://datatracker.ietf.org/doc/html/draft-ietf-nmop-yang-message-broker-integration
https://github.com/NetGauze/NetGauze
https://github.com/pmacct/pmacct
https://www.network-analytics.org/yp/how-to-deploy.html

Hackathon — Repositories

Last commit message Last commit date

YANG-Push Test Result Repository
e https://github.com/network-analytics/ietf-network-
analytics-document-status/tree/main/123/Hackathon

ipf-zbl1243-r-daisy-21_huawei_ma5800t_2025071... YANG-Push MVP1 Test Results 1 minute ago

ipf-zbl1243-r-daisy-21_huawei_vrp_ne_20250716_... YANG-Push MVP1 Test Results 1 minute ago

>  Packet capture on the wire
>  Netconf RPCs and YANG-Push JSON and CBOR

ipf-zbl1327-r-daisy-91_cisco_iosxr_20250716_1652... YANG-Push MVP1 Test Results 1 minute ago

ipf-zbl1843-r-daisy-58_bwind_20250716_165518 YANG-Push MVP1 Test Results 1 minute ago

encoded messages

Telemetry Message Test Result Repository
*  https://github.com/network-analytics/ietf-network-
analytics-document-status/tree/main/124/Hackathon

§) oraf3net netgauze and fixes

Name

Last commit message

00c3d2 -1 hourage 9

Last commit date

yang-madules fixed 1 hour ago
. . [ cheat-sheettxt fixed 1 hour ago

>  Pmtelemetryd configuration and JSON
[ pmtelemetryd.conf pmacct config and json output 6 hours ago

telemetry messages
>  YANG schemas for validation

[) pmtelemetryd_log.json

pmacct config and json output

6 hours ago

[ yp210-push-updatejson json splitted 6 hours ago
. [ yp210-subscription-started.json Update yp210-subscription-started,json 5 hours ago
Apache Kafka Integration

[ yp210-subscription-started2 json netgauze and fixes 1 hour ago

. //gi / - ics/yang- -
https glthUb'com network ana IVt|C5 yang kafka [ yp210-subscription-started3,json netgauze and fixes 1 hour ago
Inte ratlon [ yp210-subscription-startedd json netgauze and fixes 1 hour ago
> YAN G Se ria I izer [ yp210-subscription-terminatedjson  json splitted 6 hours ago

H H 211-push-update; litted 6h

> YANG Schema Reglstry Plugln [ yp2i1-push-update json json splitte oUrs 3go
[ yp211-subscription-started,json json splitted & hours ago
[ yp211-subscription-terminatedjsen  json splitted 6 hours ago


https://github.com/network-analytics/ietf-network-analytics-document-status/tree/main/123/Hackathon
https://github.com/network-analytics/ietf-network-analytics-document-status/tree/main/123/Hackathon
https://github.com/network-analytics/yang-kafka-integration
https://github.com/network-analytics/yang-kafka-integration

An Architecture for YANG-Push

to Message Broker Integration

Subscription to YANG Notifications

RFC 8639

Subscription to YANG Notifications for Datastore Updates
RFC 8641

UDP-based Transport for Configured Subscriptions
draft-ietf-netconf-udp-notif

Subscription to Distributed Notifications
draft-ietf-netconf-distributed-notif

Extensible YANG Model for YANG-Push Notifications
draft-ietf-netconf-notif-envelope

Support of Versioning in YANG Notifications Subscription
draft-ietf-netconf-yang-notifications-versioning

YANG Modules Describing Capabilities for Systems and
Datastore Update Notifications

RFC 9196

YANG Notification Transport Capabilities
draft-ietf-netconf-yp-transport-capabilities

YANG Library

RFC 8525

Augmented-by Addition into the IETF-YANG-Library
draft-ietf-netconf-yang-library-augmentation
Validating anydata in YANG Library context
draft-netana-nmop-yang-anydata-validation

Encoding of Data Modeled with YANG in the CBOR

RFC 9254
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https://datatracker.ietf.org/doc/html/rfc8639
https://datatracker.ietf.org/doc/html/rfc8641
https://datatracker.ietf.org/doc/html/draft-ietf-netconf-udp-notif
https://datatracker.ietf.org/doc/html/draft-ietf-netconf-distributed-notif
https://datatracker.ietf.org/doc/html/draft-ietf-netconf-notif-envelope
https://datatracker.ietf.org/doc/html/draft-ietf-netconf-yang-notifications-versioning
https://datatracker.ietf.org/doc/html/rfc9196
https://datatracker.ietf.org/doc/html/draft-ietf-netconf-yp-transport-capabilities
https://datatracker.ietf.org/doc/html/rfc8525
https://datatracker.ietf.org/doc/html/draft-ietf-netconf-yang-library-augmentation
https://datatracker.ietf.org/doc/html/draft-netana-nmop-yang-anydata-validation
https://datatracker.ietf.org/doc/html/rfc9254

Pmacct — Telemetry Message Support

yanglint-devel -i -t ext yang-modules/ietf-subscribed-notifications.yang yang-modules/ietf-yang-push-revision.yang yang-modules/ietf-yang-push.yang yang-modules/ietf-datastores.yang yang-modules/ietf-udp-notif-transport.yang
yang-modules/ietf-yang-push-telemetry-message.yang yang-modules/ietf-telemetry-message.yang yang-modules/ietf-yang-types.yang yang-modules/ietf-yang-revisions.yang yang-modules/ietf-yang-semver.yang yang-modules/ietf-yang-
structure-ext.yang yang-modules/ietf-yp-notification.yang yang-modules/ietf-inet-types.yang yang-modules/ietf-yang-types.yang yp2l0-subscription-started2.json -f json -k ietf-telemetry-message:structure:message

{

"ietf-telemetry-message:message
"telemetry-message-metadata": {
ollection-timestamp”: "2025-01-01T01:00:30+01:00",

{

maesaionprotocolr; yangopua’, ® draft-ietf-nmop-message-broker-telemetry-message support has been
"export-address”: "71.19.157.107",

"export-port": 31513

. : implemented in Pmacct for IETF 124 hackathon.

"data-collection-manifest": {
* Libyang supports YANG data structures as of REC 8791 as of version
"software-flavor": "20251029-0 (7c22e2cf)"

) 4.0.14. This came as improvement from the IETF 123 YANG-Push

"network-operator-metadata

; validation activities. z
tring-value": "1"
{
"name": "serialization", <
"string-value": "json"
} * pmitelemetr p-messa Yo 3 rssserr <3
B pactolucente x
o d O sz <
{ B pactclucense 4 ”
"ietf-yp-notification:envelope": {
"event-time": "2025-07-18T09:50:49.505z", ©
"hostname": "ipf-zbl1327-r-daisy-91", .
"sequence-number": 0, S @ areens ¢
B poctotucenne
"contents": {
"ietf-subscribed-notifications:subscription-started": {
id": 210,
ietf-yang-push:datastore": "ietf-datastores:operational, = prtebermetry ol oas oy ot o5 -messogge nulentotermetry 8 e o
"ietf-yang-push:datastore-xpath-filter": "openconfig-interfaces:interfaces/interface/state/counters", [ e——. ed 3 d
"transport": "ietf-udp-notif-transport:udp-notif",
"ietf-yang-push-revision:module-version": [
"revision": "2022-10-25" B poctciucenne ted pest x
} * pmtelemetryd: implementing draftietf-nmop-message broke-teleretry. 8 meas o
1, P ——
"ietf-yang-push-revision:yang-library-content-id": "6dl13bafd8fdldc21aa8932d1199b369794881393",
"encoding”: "encode-json",
° 8 povtolucente e yesterday o
"ietf-yang-push:periodic": {
"period": 3000,

anchor-time": "2025-01-01T00:00:30+400:00"


https://datatracker.ietf.org/doc/html/draft-ietf-nmop-message-broker-telemetry-message
https://github.com/pmacct/pmacct/compare/d373195f45ca551bc0e30b0c68ccd8b9a9e6f569...master
https://github.com/pmacct/pmacct/compare/d373195f45ca551bc0e30b0c68ccd8b9a9e6f569...master
https://datatracker.ietf.org/doc/html/rfc8791

Pmacct — Anydata to be valid I-JSON

yanglint-devel -i -t ext yang-modules/ietf-subscribed-notifications.yang yang-modules/ietf-yang-push-
revision.yang yang-modules/ietf-yang-push.yang yang-modules/ietf-datastores.yang yang-modules/ietf-udp-notif-
transport.yang yang-modules/ietf-yang-push-telemetry-message.yang yang-modules/ietf-telemetry-message.yang
yang-modules/ietf-yang-types.yang yang-modules/ietf-yang-revisions.yang yang-modules/ietf-yang-semver.yang
yang-modules/ietf-yang-structure-ext.yang yang-modules/ietf-yp-notification.yang yang-modules/ietf-inet-
types.yang yang-modules/ietf-yang-types.yang yp2l0-subscription-started.json —-f json -k ietf-telemetry-
message:structure:message

libyang err : Expecting JSON name/object but anydata "anydata-values" is represented in input data as
name/number. (/ietf-telemetry-message:message/network-operator-metadata/labels[name="'seq']) (line 41)
YANGLINT[E]: Parsing of extension data failed.

YANGLINT[E]: Failed to parse input data file "yp2l0-subscription-started.json".

"“etwfizggli:f%‘t?r‘metadata"‘ { * Section 5.5 of RFC 7951 describes that an anydata YANG
{ data node needs to be a valid I-JSON.
"name": "Seq",
"anydata-values": 3 * Since anydata-values andydata node contains the value

& "3" instead, yanglint is failing YANG validation.


https://www.rfc-editor.org/rfc/rfc7951#section-5.5

Pmacct — Typedef date-and-time Compliance

yanglint-devel -i -t ext yang-modules/ietf-subscribed-notifications.yang yang-modules/ietf-yang-push-
revision.yang yang-modules/ietf-yang-push.yang yang-modules/ietf-datastores.yang yang-modules/ietf-udp-notif-
transport.yang yang-modules/ietf-yang-push-telemetry-message.yang yang-modules/ietf-telemetry-message.yang
yang-modules/ietf-yang-types.yang yang-modules/ietf-yang-revisions.yang yang-modules/ietf-yang-semver.yang
yang-modules/ietf-yang-structure-ext.yang yang-modules/ietf-yp-notification.yang yang-modules/ietf-inet-
types.yang yang-modules/ietf-yang-types.yang yp2l0-subscription-startedl.json -f json -k ietf-telemetry-
message:structure:message

libyang err : Invalid date-and-time timezone hour "",
rexport-address”: "71.19.157.107", * With Section 2.2 of RFC 9557 IETF updated RFC
"export-port": 31513 - - . .
} 3339 on timestamping semantics. draft-ietf-
} } netmod-rfc6991-bis mirrors this in typedef
date-and-time.
libyang err : Invalid date-and-time timezone hour "" . i
"export-address": "71.19.157.107", ®* Pmacct needs to update collection-timestamp
rexport-port®: 31513 value to match typedef date-and-time schema.

}

". (/ietf-telemetry-message:message/telemetry-message-metadata/collection-timestamp) (line 51)
YANGLINT[E]: Parsing of extension data failed.

YANGLINT[E]: Failed to parse input data file "yp2l0-subscription-startedl.json".


https://datatracker.ietf.org/doc/html/rfc9557#section-2.2
https://datatracker.ietf.org/doc/html/draft-ietf-netmod-rfc6991-bis-18#section-3
https://datatracker.ietf.org/doc/html/draft-ietf-netmod-rfc6991-bis-18#section-3

Pmacct — Encoding value Namespace missing

yanglint-devel -i -t ext yang-modules/ietf-yang-push.yang yang-modules/ietf-yp-observation.yang yang-
modules/openconfig-interfaces.yang yang-modules/Cisco-IOS-XR-openconfig-interfaces-stats-ext.yang yang-
modules/ietf-yang-push-telemetry-message.yang yang-modules/ietf-telemetry-message.yang yang-modules/ietf-yang-
types.yang yang-modules/ietf-yang-revisions.yang yang-modules/ietf-yang-semver.yang yang-modules/ietf-yang-
structure-ext.yang yang-modules/ietf-yp-notification.yang yang-modules/ietf-inet-types.yang yang-modules/ietf-
yang-types.yang yang-modules/ietf-udp-notif-transport.yang yp2l10-push-updatel.json -f json -k ietf-telemetry-
message:structure:message

libyang err : Invalid identityref "encode-json" value - identity not found in module "ietf-yang-push-
telemetry-message". (/ietf-telemetry-message:message/telemetry-message-metadata/ietf-yang-push-telemetry-
message:yang-push-subscription/encoding) (line 1333)

YANGLINT [E]: Parsing of extension data failed.

YANGLINT[E]: Failed to parse input data file "yp2l0-push-updatel.json".

"telemetry-message-metadata": {
"ietf-yang-push-telemetry-message:yang-push-subscription":

"id": 210,
"transport": "ietf-udp-notif-transport:udp-notif",
"encoding": "encode-json",



NetGauze — Telemetry Message Support

y ietf-y us lemetry
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implemented in Netgauze for IETF 123 hackathon.
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0.7.0 (chaSeb30)",

release”,

ey [} (—

software-flavor”

os-version": "8.10", “1 e ! Fat ot
os-type": "Red Hat Enterprise Linux"
N - it
"network-o or-metadata": {
"labels": . -
: * pmtstomets pemessas - @ s o
[T —r—
o L] 0w o
B poctcucente ) v
- a
B poctcucee
:subscription
i notifications . + pmtelemetryd: implementing draft ietf nmop. message. broker telemetry. @ raa o
"ian: 210,
"iett-yang-push-revisionimodule-version®s [ B pttenic .
{
“module-name"s "openconfig-interfaces”,
"revisi "2022-10-25"
} = b oo S oot Lt i D) (&
lohucene commited pestertay X
et£-yang-push-revisic ontent "6a13basassal B poccvces
"ietf-yang-push stores:operational, * pmtelemetryd: implementing draft el -nmop- message-broker-Lelermetry. © e o
eti-yang enc rerfac . B oolaucenescommiees e
"iett-yang-push
* pmtslomstyd: implomanting draft fatf nmop message broker tslematry. D et | [©
[ ————

b
"event-time!
"hostname"

"2025-07-18T0:
pf-zb11327-r-
0



https://datatracker.ietf.org/doc/html/draft-ietf-nmop-message-broker-telemetry-message
https://github.com/NetGauze/NetGauze/pull/213
https://github.com/NetGauze/NetGauze/pull/213
https://datatracker.ietf.org/doc/html/rfc8791

Next Steps from IETF 123 Hackathon...

* Yanglint, fix YANG extension's structure support J
* Pmacct supporting Network Telemetry Message /
* YANG schema registry supporting YANG features

* NetGauze supporting

* netconf <get> to obtain YANG library content,
* YANG validation for YANG-Push notifications,

* YANG schema registration.


https://github.com/CESNET/libyang
https://github.com/pmacct/pmacct
https://github.com/network-analytics/yang-kafka-integration
https://github.com/NetGauze/NetGauze

Next Steps for IETF 125 Hackathon...

* Yanglint, misses anydata validation support within YANG structures
* Pmacct corrects collection-timestamp to be typedef date-and-time compliant.

* Pmacct corrects encoding value to include ietf-subscribed-notifications
namespace in JSON encoding.

* Pmacct corrects network-operator-metadata/labels/anydata-values anydata
statement to be valid I-JSON.

* YANG schema registry supporting YANG features

* NetGauze supporting
* netconf <get> to obtain YANG library content,
*  YANG validation for YANG-Push notifications,
* YANG schema registration.

e
e

e
e
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https://github.com/CESNET/libyang
https://github.com/pmacct/pmacct
https://github.com/pmacct/pmacct
https://github.com/pmacct/pmacct
https://github.com/network-analytics/yang-kafka-integration
https://github.com/NetGauze/NetGauze

Thanks to...

« Paolo Lucente — Pmacct

« Maxence Younsi — INSA Lyon
« Reshad Rahman - Equinix

« Rob Wilton — Cisco

« Dan Voyer — Cisco

« Holger Keller = DT

« Nils Warnke — DT =
- Benoit Claise - Everything OPSSRL  ©
« Yannick Buchs — Swisscom e
« Ahmed Elhassany — Swisscom

. Thomas Graf — Swisscom Want to to know more than join us at...

NMOP on Monday 14:30-16:30 at Viger for Message
Broker, Telemetry Message and Message Key.

NMOP on Wednesday 14:30 — 15:30 at Agora for more on
Telemetry Message integration and validation.

NETMOD on Friday 09:30 — 11:00 at Van Horne for more
on YANG anydata validation.
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