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Hackathon Plan
Problem: Need a simple implementation of the draft for an AI Agent
interacxting with APIs

RFC 9421 - HTTP Message Signatures
Draft: Web Bot Authentication Architecture
Challenge: Build a minimal version of all components

Approach:

Reuse whenever possible (check TS code, Rust impl, etc).
Simple CLI-based implementation for the signed agent.
Test against Cloudflare's API Verification Endpoint but also build a simple
local python one.
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https://http-message-signatures-example.research.cloudflare.com/v0/api/verify


Architecture
+----------------+     +--------------------+     +-----------------+
| Signed Agent   |     | Verification Server|     | Directory Server|
|                |     |                    |     |                 |
| signed_agent.py|---->| verification_      |---->| directory_      |
|                |     | server.py          |     | server.py       |
+----------------+     +--------------------+     +-----------------+

Flow:

1. Agent signs HTTP request with Ed25519 private key
2. Verification server fetches public keys from directory
3. Server validates signature and returns result (valid/invalid/neutral)
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What Got Done
Simple Python Implementation:

✓ Signed Agent - Interactive CLI bot with Azure OpenAI integration
~ Verification Server - Validates a signature with dynamic directory
fetching
✓ Directory Server - Serves keys at .well-known endpoint

GET /v0/api/verify HTTP/1.1
Host: localhost:3333
Signature-Input: sig1=("@authority" "signature-agent");created=1762092816;keyid="po
Signature: sig1=:2MAL7gCTI6zIeWWZTjFxnx0ytDcUQbcrpDdOA3T/nmeEXXee+OaHYeoOtUqajhjmGW
Signature-Agent: "http://localhost:4444"

HTTP/1.1 200
Content-Type: text/plain; charset=utf-8
Content-Length: 5
Date: Sun, 02 Nov 2025 14:13:36 GMT
Server: Werkzeug/3.1.3 Python/3.11.12

valid
✓ Signature verification passed
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Demo
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What We Learned
Implementation Insights:

How the webbotauth http message signatuee is structured.
Use of the Signature-Agent field.
How JWK thumbprints can be used.

Next Steps:

Interesting discussions on how the link registry could look like.
Rate limiting aspects, make the server side serve diff things to agents.
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Team:

Jaime Jimenez
Thibault Meunier (Q&A)

Contact:

GitHub: @jaimejim
Email:
jaime.jimenez@ericsson.com

Wrap up
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