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Updates In -02

Generalize connection establishment (#96)

Explain using historical data (#97)

Security considerations about HTTPS—=HTTP downgrade (#98)
Explain cases to wait for SVCB (#101)

Describe when to sort ECH/ALPN ahead (#102)
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Generalize connection establishment (#96)

Client application defines "successful’ establishment:
o At least transport-level handshake (TCP or QUIC)
e Can involve other higher-level handshakes (TLS) or state checks
e e.9., If TLS-provided certificate is trusted

Next Connection Attempt Timer
* |f establishment goes beyond the transport handshake, the timer
should be extended once the handshake completes

L

TCP Handshake

Initial timer
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Generalize connection establishment (#96)

Client application defines "successful’ establishment:
o At least transport-level handshake (TCP or QUIC)
e Can involve other higher-level handshakes (TLS) or state checks
e e.9., If TLS-provided certificate is trusted

Next Connection Attempt Timer
* |f establishment goes beyond the transport handshake, the timer
should be extended once the handshake completes

el

TCP Handshake TLS Handshake

Updated timer
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Explain using historical data (#97)

MUST be partitioned using same boundaries used for privacy-
sensitive information specific to that endpoint

MUST NOT be used across different network interfaces &
SHOULD be flushed whenever a device changes the network to

which It IS attached

MUST ensure that different clients will eventually converge
e.q., periodically ignore historical data to ensure that fresh

addresses are attempted
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Security considerations about HTTPS—HT TP downgrade (#98)

W
Timeout waiting for HTTPS , JProtecrag Origin Server
(nOt USI'
N9 TLS)
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Security considerations about HITTPS—=HTTP downgrade (#98)

Point to RFC 9460's requirements more in the Security Considerations:

When using HT'TF, HTTPS records indicate that clients should require
HTTPS, so an active attacker can attempt a downgrade attack by
interfering with the successtul delivery of HI'TPS records, especially if
clients are using insecure DNS mechanisms.

When using cryptographically protected DNS, SVCB-reliant and SVCE-
optional clients MUST NOT send any unencrypted data after the TCP
handshake completes unless they've received a valid HT TPS
response. Those clients need to complete the TLS handshake before
proceeding If the response is non-negative.

Happy Eyeballs - HAPPY - IETF 124 8


https://github.com/ietf-wg-happy/draft-happy-eyeballs-v3/pull/98/files

Explain cases to wait for SVCB (#101)

Waiting for this response prevents "downgrade attacks'

Client must wait for the SVCB response before starting a connection handshake if
SBOTH of these conditions are met:

1. Using secure DNS
2. Client relies on SVCB to enable a particular feature

* |f aclient will already use HTTPS to a server, the SVCB response is not needed to
upgrade HTTP—=HTTPS

« Some SVCB parameters ("tls-supported-groups’) optimize performance, but aren't
the only way to support a feature

* A client that doesn't support ECH doesn't need to wait for ECH information from
SVCB
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Describe when to sort ECH/ALPN ahead (#102)

Client applications can choose to group services separately when
application protocol features are critical.

This may conflict with the published service record priorities...

..but any answers published by the service are eligible to be used by
clients, and clients can choose to use them.
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Describe when to sort ECH/ALPN ahead (#102)

ECH example

If a client doesn't use or have a preference for ECH, it shouldn't group
ECH separately

A server might still publish ECH configurations for opportunistic
experiments

If a client has a preference tor ECH, it can group and prioritize ECH
separately
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Example: ECH

Group A: Addresses in ECH services Group B: Addresses without ECH

Group AA: SVCB Priority 1 Group BA: SVCB Priority 1

Happy Eyeballs Address Sorting Happy Eyeballs Address Sorting

Group AB: SVCB Priority 2 Group BB: SVCB Priority 2

Happy Eyeballs Address Sorting Happy Eyeballs Address Sorting
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Example: ECH

Group A: All Addresses

Group AA: SVCB Priority 1 (with or without ECH)

Happy Eyeballs Address Sorting

Group AB: SVCB Priority 2 (with or without ECH)

Happy Eyeballs Address Sorting
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Describe when to sort ECH/ALPN ahead (#102)

ALPN example (h2 / h3)

If a client doesn't relies on any features specitic to HTTP/3, it ought to
follow server priorities.

It a client relies on unreliable datagrams or connection migration for a
specific use case, It can group services that support HTTP/3
separately.
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Open Issues & Pull Requests
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Rewrite Supporting IPve-only networks section (#94)

Open PR from Ondre] — thanks!
e Discussing "IPvo Mostly"

 Document currently groups the techniques for the host being on
'IPve Only or IPve Mostly networks'

PR removes IPvb Mostly, since the host is dual-stack or [Pve-
only

 \Which approach is correct? Does [Pve Mostly apply to the
network or the host's use of the network?
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Rewrite Supporting IPve-only networks section (#94)

» Relationship to 464XLAT & CLAT

* A Happy Eyeballs client can use PREF64 and/or DNS64 and
avold needing 464 XLAT

e Old text says you use PREF64, etc, if the system doesn't
support 464XLAT — probably this should be allowed always”
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Rewrite Supporting IPve-only networks section (#94)

PR simplifies process for handling IPv4 literals

* |f you can route directly to IPv4, use IPv4. It you can't,
synthesize IPvo using PREFG4.

* \What should we say about IPv4 routes that are really CLAT
routes”? How common is being able to know the route is for
CLAT?
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Rewrite Supporting IPve-only networks section (#94)

e PR removes sections for "Hostnames with Broken AAAA Records”
and VPNs

e |et'sreview and discuss If these are appropriate to remove
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Flushing historical data on network changes (#103)

Current text says:

This historical data [about prior RTTs]... MUST NOT be used across
different network interfaces. The data SHOULD

be flushed whenever a device changes the network to which it is
attached.

|Issue suggests that this might be a problem for mobile devices, and
guestions the privacy usefulness

What do we collectively think” How should we measure / decide?
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Including TLS in connection establishment: SHOULD
or MAY? (#104)

When TLS is used on top of of TCP (such as for encrypted HI'TP
connections), clients MAY choose to wait for the TLS handshake to
successftully complete before cancelling other connection attempts.

Originally, HEvZ2 didn't include TLS handshakes as part of connection
establishment determination

Since then, it's become a more standard part of the algorithm usage

s It time to be a SHOULD?
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To cancel, or not to cancel (#89)

Currently, connection attempts that didn't win the race are cancelled

What if QUIC loses the race, but would finish later if it wasn't
cancelled?

This might end up providing a more preferred connection that just
took slightly longer to set up

This might also indicate that QUIC is impaired on the network, and
won't be as usable
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Optimistic DNS (PR #100)

Optimistic DNS is a technigue that makes sense within a Happy
Eyeballs system

1. Keep expired DNS answers in the cache beyond their TTL

2. When a connection attempt starts, fetch cached answers. It
there are expired answers, kick off new queries but start trying to
use the expired answers.

3. It new answers come back betore the connection Is done,
remove yet-unused expired answers and sort in the new answers
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Optimistic DNS (PR #100)
Why use optimistic DNS?

 Reduces setup time by not blocking on DNS; this matters more for
services that use very short T1Ls

o Clients still pick up new answers quickly, and can tolerate failed
attempts to expired answers

* Clients can also remember if a service previously had answers for
AAAA and SVCB to influence timings

Happy Eyeballs - HAPPY - IETF 124 24


https://github.com/ietf-wg-happy/draft-happy-eyeballs-v3/pull/100/files

Optimistic DNS (PR #100)

How do we document this aspect of connection establishment?
1. Include a section in the HEv3 spec (this PR!)

2. Split out into another document in HAPPY

3. Split out into another document elsewhere

4. Don't document optimistic DNS

&, Something else
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Thank you!



