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Confidential Computing in IETF WGs

RATS: abstracts hardware architecture and transport layer, e.g.,

® draft-ffm-rats-cca-token-02
® draft-ydb-rats-cca-endorsements-02
® draft-novak-twi-attestation

SEAT: protocol-level solution, e.g.,
® draft-fossati-seat-expat-00
® draft-mihalcea-seat-use-cases-00
WIMSE: platform is trusted, e.g.,
® draft-lkspa-wimse-verifiable-geo-fence-03
® draft-ccc-wimse-twi-extensions-00

TLS, e.g., draft-fossati-tls-attestation-09

No dedicated WG on confidential computing
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Is that sufficient?

—
69 TEE fail

Muhammad Usama Sardar (TUD) HotRFC @ IETF 124 (Montreal) November 2, 2025 2/4



What we are looking for?

® Seek collaborators knowledgeable in at least one of:
® TLS

Remote attestation

Formal methods (Symbolic security analysis)

Confidential computing

and interested in precisely stating the security considerations for
confidential computing

® Seek guidance on how to bring this work to the IRTF/IETF

® Side meetings

® Attestation in Confidential Computing, Monday, 14:45-16:45, McGill
® |dentity Crisis in Confidential Computing, Tuesday, 14:45-16:15, McGill
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Pointers to resources

® Wiki page!

® 3 main ways to combine attestation in TLS:

® Pre-handshake attestation?
® |ntra-handshake attestation3
® Post-handshake attestation: I-D* and Sec. 4 in this paper®

® Remote Attestation for Confidential Computing®
® Repo for attestation”

® Some recent slides and videos®

® Slides from side-meeting at IETF 122°

® Htattested-tls on IETF slack

Ihttps://github. com/EuroProofNet/ProgramVerification/wiki/AttestedTLS

2https ://www.researchgate.net/publication/385384309_Towards_Validation_of_TLS_13_Formal_Model_and_
Vulnerabilities_in_Intel’s_RA-TLS_Protocol

Shttps://datatracker.ietf.org/doc/draft-fossati-tls-attestation/
“https://datatracker.ietf.org/doc/draft-fossati-seat-expat/
5https ://www.researchgate.net/publication/367284929_SoK_Attestation_in_Confidential_Computing

6https://www.researchgate.net/publication/375592777_Forma1_Specification_and_\lerification_of_
Architecturally-defined_Attestation_Mechanisms_in_Arm_CCA_and_Intel_TDX

"https://github.com/CCC-Attestation/formal-spec-TEE

8https://github.com/CCC-Attestation/formal-spec-KBS

9https://www.researchgate.net/publication/390121641_Presentation_Attested_TLS_Fundamentals
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