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Goal:

Stop leaking the non-expiring TOTP secret during enrollment



PROBLEM:

Legacy TOTP QR code:
Secret Key in Plaintext

* The secret key is inside the QR and never expires.
* Contains not just the secret, but also the username and what it is for.

QR contents (fully decoded otpauth URI):

otpauth://totp/ExampleApp:human@domain.com?
secret=JBSWY3DPEHPK3PXP&

1ssuer=bExampleCorp&diglits=6&peri10d=30



RISKS:

Administrator Actions:

 Remote users enrolled by sending QR code via email, SMS-
MMS, tickets, and chat where data lives indefinitely.

* QR codes printed for “backups” get discovered.

Attacker Actions:

* Breaches of email, MMS, cloud photos, and chat systems can
vield QR codes.

e Laptop screens in public can get photographed during
enrollment.




SOLUTION:

Secure Enrollment QR with
One-time use URL

* Replace secret key value with HTTPS URL and a nonce (one time token).

* No TOTP key in the QR; nothing reusable except domain name.

QR contents (decoded secure otpauth URI):

otpauth://totp/?secret=https%3A%2F%2Fexamplecorp.com
$2Fapi%2Fenrollmfa%2F16062671560671769238465892

HTTPS URL (decoded from “secret” value):

https://examplecorp.com/api/enrollmfa/16062671560671769238465892



Confidential Key Exchange over HTTPS

ExampleApp TOTP
Secure Enrollment

ExampleApp TOTP
TOTP Service

[ 123456 ]

ExampleApp TOTP
Enrollment Verification

Same UX; One-time redeem; short nonce TTL; server avoids logging the secret.

1) Scan Secure QR code

otpauth://totp/?secret=https$3A%2F%2Fexamplecorp.com
%$2Fapi%2Fenrollmfa%$2F16062671560671769238465892 \/27
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https://examplecorp.com/api/enrollmfa/
16062671560671769238465892

3) HTTPS TLS Response

otpauth://totp/ExampleApp: human@domain.com?secret=JE
SWY3DPEHPK3PXP&issuer=ExampleCorp&digits=6&period=30

4) Type TOTP One Time Code

123456




Simple Security Improvements

* Confidentiality: prevents interception or recovery of the TOTP
key from old QR images or screenshots (even when sending QR
code for “remote” enrollment)

* Minor Code Changes: utilizes a standard otpauth URI for the
enrolled key.

BOTTOM LINE:

Send the contents of the original QR code
securely over HTTPS/TLS one time only.




Usability Enhancement — Enrollment Metadata
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* TOTP Service can record helpful info about enrolled device/app
from optional metadata.

* Allows TOTP prompt to offer hints:

— “Enter 6 digit code from Foo Authenticator on your Bar Phone 17"
— “Enter 6 digit code from Baz password manager”



Interested? How to Help?

Looking for:
* Reviewers
* Implementers of authenticator apps & TOTP servers

Internet-Draft:
https://datatracker.ietf.org/doc/draft-contario-totp-secure-enrollment/
(See draft for authenticator and server example pull requests)

Email me: bcontario@silentsector.com
Check mailing list: saag@ietf.org (Security Area Advisory Group)
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