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Talk Roadmap

1. Network AI Scenarios
 What capabilities must protocols offer?
2. NETCONF Falls Short
* Why we turn to MCP & A2A
3. Gaps Remain
* Where MCP/A2A still fail networks
4. Our Extensions

* Network-aware MCP additions



Al-Native Network Operations: The Case for MCP/A2A

Problem:

* Network operators increasingly rely on natural language and Al assistants for diagnostics, monitoring,

and configuration.
» Traditional protocols (CLI, SNMP, NETCONF) are not Al-friendly: verbose, syntactic, and lack semantic

context.

MCP/A2A Value:

* Provides structured, semantic, and conversational interfaces between Al systems and network devices.

* Enables intent-based operations: “Why is Site A unreachable?” - automated diagnosis and remediation.

Use Cases:
* Measurement: Real-time perf, fault isolation, topology discovery

* Troubleshooting: Al-guided ping failure analysis, BGP session diagnosis

IETF draft : draft-zm-rtgwg-mcp-network-measurement-01 , draft-zm-rtgwg-mcp-troubleshooting-01



When NETCONF Is Not Enough

NETCONF Strengths:

« Atomic, transactional, YANG-based configuration.

But It Lacks:

Capability NETCONF Gap MCP/A2A Solution

Al Semantic Layer XML-heavy, no function registry MCP /tools/list + JSON Schema

Long-Flow Orchestration No task lifecycle or human-in-the-loop A2A Task state machine

Multi-Agent Consensus Client-server only A2A AgentCard + Message

DevOps Iteration 6-9 month YANG cycle MCP Tool hot-register

Large Artifact Delivery 64 KB chunk limit A2A Artifact (cloud URL)
Conclusion:

 NETCONF remains the configuration authority, but MCP/A2A are essential for Al-driven, multi-

agent, and agile operations.

IETF draft : draft-zeng-opsawg-applicability-mcp-a2a-00



Still Not Enough: Gaps in MCP & A2A for Network Use

Gap MCP A2A

Network Transaction Stateless one-shot call No 2-phase commit token

YANG Auto-Discovery Hand-written tool list Free-text skill ads

Multi-Device Context Single connection scope Single conversation scope

Rollback / Audit No commit-id / rollback tag | No interim checkpoint

Bandwidth HTTP/1.1 +JSON only Same; no binary stream
Next Step:

* We need network-aware extensions to MCP — without breaking compatibility.

IETF draft : draft-zeng-opsawg-lIm-netconf-gap-00



Extending MCP: Network-Aware, AlI-Ready, Backward-Compatible

New Capability Namespace: New Prompts:

* network.troubleshoot.ping-fail - Al-quided diagnosis

* network.config.add-vlan - interactive wizard

New Error Codes:
e -32084: Configincompatible

e -32086: ConfirmedCommitTimeout
New Tools:

* network.yang.edit - validated YANG edits
* network.cli.exec - vendor CLI with dialect hint

* network.commit - confirmed commit with rollback

New Resources:
* network:///interface/{name} - YANG JSON

* network:///log/syslog/last{count} - plain text

* network:///system/cpu-utilization - live metrics

IETF draft © draft-zw-opsawg-mcp-network-mgmt-00



Let us Keep the Conversation Going

IoA@Enterprise Side Meeting
Date: 6 Nov 2025 (Thu)

Time: 18:30 - 19:30

Room: McGill

We would love your feedback, use-cases, and co-authorship!

Grab the draft, open issues, or propose text — join the update & discussion work.

Email: zengguanming@huawei.com
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