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TOP-LEVEL FINDINGS
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• Pakistan authorities have access to an unlawful mass surveillance 
and internet censorship machine 

• Fueled by Chinese, European, Emirati, Canadian and American 
companies

• With the capacity to impact the human rights of all people within 
its territory, especially the right to privacy and freedom of 
expression.

• This is a case study of how the Great Firewall of China can and is 
operating in other countries, with the support of non-Chinese 
companies and why states must take decisive action to tackle 
surveillance tech. 



PARTNERS

Shadows of control3

• Paper Trail Media, DER STANDARD, Follow the Money, The Globe 
and Mail, Justice For Myanmar, InterSecLab and the Tor Project.

• Who worked collaboratively as part of the “Great Firewall Export”



MAJOR FINDINGS
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Report looks at two key components of Pakistan's web of 
surveillance:

• Mass-surveillance with Lawful Intercept Management System 
(LIMS).

• Censorship with the Web Monitoring System (WMS).

Amnesty documented the capabilities of the systems involved, the 
supply chain of companies facilitating the existence of such 
system, and its human rights impacts.



LIMS – WHAT IS IT?
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• LIMS can eavesdrop on phone calls, text messages, see location of cell phone, 
see which encrypted website is visited or full website and page if non-
encrypted.

• LIMS is a requirement by the PTA for ISP’s to operate in country.

• 2% of the people residing in PK can be eavesdropped (over 4 million) at the 
same time.

• Telecom insiders Amnesty spoke to revealed: “we cannot refuse requests for 
information if they come from the military”.

• Since 2024 intelligence officers of the IB/ISI of rank 18> have unlimited access 
to LIMS without needing to obtain warrant.



LIMS – WHO BOUGHT AND SOLD IT?
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• LIMS was acquired by:

• Jazz (Pakistan Mobile Communications Limited); Zong (CMPak 
Limited); Telenor; Ufone; Pakistan Telecommunication Company 
ltd (PTCL) and Cyber Internet Services Pvt Ltd.

• Sold by Datafusion, located in the UAE, with software from 
Utimaco, from Germany.



LIMS – WHO BOUGHT AND SOLD IT?
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• Utimaco makes Deep-Packet Inspection software, LIMS.

• Datafusion makes monitoring centers(McNG) to consult 
information obtained through LIMS.

• We’ve got trade data showing shipments: 2014-2024

• Also once shipped U.S Niagara Networks equipment.

• LIMS is installed at all ISP’s and a requirement for an GSM 
spectrum license.

• Datafusion exported LIMS and McNG to ISP’s in PK.



LIMS – MASS-SURVEILLANCE
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• Datafusion (formerly Trovicor and Nokia Siemens Networks) 
underwent name changes through out its existence.

• Datafusion got acquired by the executives behind previously Nexa 
Technologies (formerly Amesys).

• German Government refused to answer questions in parliament 
on Datafusion/Utimaco export licenses.

• Amnesty asked states to review issued export licenses.
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Web Monitoring System

WMS



WMS - CENSORSHIP
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• The Pakistan Telecommunication Authority issued first tender in 
2018.

• WMS was supposed to crawl the internet and look for keywords to 
block certain content deemed “immoral”. Didn’t quite work out 
yet, tech wasn’t there yet, but it did blocking.

• WMS 1.0 deployment used Sandvine (Canada) technology.

• Coda Story broke this in 2019, linked PK company, Inbox Business 
Technology to WMS 1.0 with Sandvine

• We can reveal two more PK companies: SN Skies and A Hamson.



WMS - CENSORSHIP
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• In 2024 there’s been report of slow internet issues in PK and the 
need for VPN registration. Also rumors of a new Chinese firewall 
as published by Al Jazeera.

• Amnesty published op'eds on the VPN reg issue.

• OSINT information revealed a meeting that happened by a 
Geedge VP in Pakistan. No other information could be found.

• Amnesty as part of the consortium was shared a leak on Geedge 
Networks detailing what we refer to as the WMS 2.0 and it’s 
capabilities and deployment in Pakistan.



WMS - CENSORSHIP
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• Geedge leak revealed multiple meetings and confirmed through 
OSINT information.

• Geedge leak reveals it’s installed at cable landing stations or 
international cable exchanges.

• Early version used repurposed Sandvine equipment.

• A Hamson helped with deployment and maintenance.

• Niagara Networks systems from WMS 1.0 were repurposed.

• Leak also reveals its able to intercept unencrypted e-mail, e.g, 
when not using TLS/STARTTLS.



WMS - CENSORSHIP

Shadows of control13

• Geedge deployment allows the operator to:

• Censor websites and see who visited what website.

• Block VPN’s or block certain circumvention technology.

• See who visited what website and from which phone and 
simcard. (using NADRA).

• Intercept unencrypted e-mail by misconfigured e-mail servers.

• Connect to telecom networks to censor websites visited over 
3G/4G/5G.

• Inject spyware into unencrypted HTTP requests.



LATE 2023 SETUP
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LATE 2023 SETUP
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In a Confluence document detailing WMS 2.0 and its status on 8 
December 2023, the presence of the WMS is indicated in several 
points:

• IGW Karachi (Zong)

– Also known as the “VOIP Command Center”

• PTCL Pak Capital Telephone Exchange

• PTCL Misri shah (MSH) Telephone Exchange

• Transworld Associates Cable Landing Station

– Total URL Current entries 650,000



WMS 2.0 - CENSORSHIP
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• Players involved;

• ELINC China (CN) shipped H3C R4900 servers to PK firm: ELC Solutions, as 
found through trade data. Similar looking H3C R4900 servers can be found 
in screenshots in PK. Huawei components as well.

• ELINC China, is a China Electronics Corporation (CEC) subsidiary and 
state-owned enterprise.

• Niagara Networks (USA) provides hardware to tap fibers and was 
repurposed from WMS 1.0.

• Thales (FR), provides licensing component to Geedge deployed servers. 
Without, Geedge machines and software won’t operate.

• Sandvine (CA), repurposed hardware in early stages. (Sandvine has 
renamed to Applogic Networks)



WMS 2.0 - CENSORSHIP
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• PTA runs the WMS 2.0 systems deployed in Pakistan.

• Leaked data in the Geedge dataset reveals this.

• No public tender has been issued for the new WMS.

• “Media reports have suggested that an initial five billion rupees 
(USD$17,861,860) were redirected to for one-time utilization of 
ICT R&D Fund, also referred to as Ignite National Technology Fund 
(Ignite), in November 2023 as bridge finance for Digital 
Information Infrastructure (DII) initiative ”



WMS 2.0 - CENSORSHIP
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• Fang Binxing, chief scientist at (was?) CEC and Geedge performed 
a speech that CN media covered.

• It mentions that Fang Binxing while performing research at CEC 
started Geedge Networks as a way to market the Great Firewall 
tech commercially as part of the Belt and Road initiative.

• CEC subsidiary CEIEC, previously exported FW tech to Venezuela 
and previous Trump admin put CEIEC on entity list.

• CEC has two subsidiaries: CEIEC and ELINC China, the latter was 
involved at least, in the WMS 2.0 early setup.



OTHER REPORTS

TITLE OF THE PRESENTATION19

• InterSecLab’s – The Internet Coup

• Justice for Myanmar’s – Silk Road of Surveillance

• Other deployments of Geedge as documented by partners: 
Kazakhstan, Ethiopia, Pakistan, Myanmar, and one other unknown 
country. As well as in specific Chinese regions like: Xinjiang, Fujian, 
and Jiangsu.

https://interseclab.org/research/the-internet-coup/
https://www.justiceformyanmar.org/stories/silk-road-of-surveillance


NEXT STEPS
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• Leak is now public: https://ddosecrets.com/article/geedge-
networks

• Net4people is dissecting the leak further: 
https://github.com/net4people/bbs/issues/519

• Lots more work to be done, net4people is a good centralized BBS 
to dissect material further.

https://github.com/net4people/bbs/issues/519


HUMAN RIGHTS IMPACTS
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• Surveillance and censorship executed by these acquired technologies is aided by 
a legal regime that has no protections or oversight over these practices

• Laws such as PECA, Fair Trial Act, the PTA Act allow for expansive censorship 
powers and regular internet shutdowns in Pakistan resulting in wholesale 
banning of platforms and clampdown on dissent

• Court records show that no warrant was ever obtained for information stored in 
LIMS as required under Fair Trail Act.

• Human rights defenders, journalists and activists under constant surveillance—
causing a chilling effect—and combined with mass surveillance capacity 
supported by centralized systems such as NADRA and lack of privacy rights allows 
for surveillance at the highest levels: judges, opposition leaders, etc



Amnesty International, November 2025

THANK YOU!

QUESTIONS?
JURRE.VANBERGEN[/@/]AMNESTY DOT ORG
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