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Why the "Lock"net?




What are the design goals of the Locknet?

To censor what people see and say, and thereby shape what they
know and believe.

Why?

To maintain the power of the current governing regime.



Information control:

e A design requirement for China's domestic internet

e Integrated into every layer of the stack
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CENSORING CHINA'S INTERNET

Bei jing embeds information control in every aspect
of the system, from infrastructure to apps



Physical infrastructure
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Network-level censorship
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Meatspace (offline compulsion / consequences)
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Meta-censorship

META-

e Platform substitution CENSORSHIP

e Circumvention technologies



10.

11.

Types of content that platforms must remove

P "lllegal" information

Content opposing the basic principles set forth in the Constitution;
Content endangering national security, divulging State secrets,
subverting the national regime, and destroying national unity;
Content harming the nation’s honor and interests;

Content demeaning or denying the deeds and spirit of heroes and
martyrs;

Content promoting terrorism or extremism,

Content inciting ethnic hatred or ethnic discrimination, or
destroying ethnic unity;

Content undermining the nation’s policy on religions, promoting
cults and superstitions;

Dissemination of rumors, disrupting economic or social order;
Obscenity, erotica, gambling, violence, murder, terror or instigating
crime;

Content insulting or defaming others, infringing other persons’
honor, privacy, or other lawful rights and interests;

Other content prohibited by laws or administrative regulations.

N oU kAW p e

"Negative" information

Sensationalizing headlines

Excessive celebrity intrigue and gossip
Improper comments on tragedies

Sexual innuendo, suggestion, or enticement
Gore and horror

Incitement of discrimination

Coarse or vulgar language and behavior
Bad habits or dangerous activity that might be
imitated by minors

Other content with a negative impact to the
online information ecosystem



The Locknet: a Socio-Technological System
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