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EESP presentation at IETF 124

® Changes since IETF 123
® Implementation status

® Open questions
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Changes since IETF 123

® New version: draft-ietf-ipsecme-02
® Remove the packet format flag

® Change cipher block padding
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EESP Base Header with Options (-01)

0] 1 2 3
012345678901 23456789012345678901
+-+-+-F-F-+-F-F-F-F-F+-F-F-F+-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-+-+-+-+

|1|Version|Flags| Opt Len | Session ID
+-F-F-F-F+-F-F-F+-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-+-+-+-
| SPI |
+-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F+-+-+-+
|

Options (optional/variable) ~

R e S e ST S e T o o Sp

W 1: ESP/EESP distinguisher ® Opt Len: Overall Options length
® Version (4 bits) B Session ID (16 bits)
B Flags ® SPI: same as in ESP

1 bit - Packet Format
2 bits - Reserved
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® Options: TLV encoded



EESP Base Header with Options (-02)

0] 1 2 3
012345678901 23456789012345678901
+-t-F-F-F-F-F-F-F-F-+-+-+-+-+-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F+-+-+-+

|1|Version| R | Opt Len | Session ID
+-t-t-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F+-+-
| SPI |
+-t-F-F-F-F-F-F-F-F-F-F-F-F-+-+-+-F-F-F-F-F-F-F-F-F-F-F-F+-F+-+-+-+
|

Options (optional/variable) ~

R e S e ST S e T o o Sp

W 1: ESP/EESP distinguisher ® Opt Len: Overall Options length
® Version (4 bits) B Session ID (16 bits)
B Reserved ® SPI: same asin ESP

® Options: TLV encoded
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EESP Base Header with Options
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1 2
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Cipher block padding

® -01: Monotonically increasing sequence: 1, 2, 3, ....
* Same as ESP

® _02: Padding bytes MUST be setto 0
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Implementation Status

® Basic implementation for Linux exists
® Worked at the hackaton on the implementation

¥ Code:

B https://qgit.kernel.org/pub/scm/linux/kernel/git/klassert/linux-stk.git/log/?h=ipsec-next-eesp
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Open Questions

® Should we keep transport mode?
* Just tunnel modes would be simpler
* But there are still use cases for transport mode

® Our answer: Yes, keep EESP modes aligned with ESP modes

9 secunet  11/01/2025



Open Questions

® Currently tunnel mode uses payload header as the default
® Not needed for tunnel mode (4 byte useless overhead)
® We plan to remove it from tunnel mode, ok?
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Open Questions (Summary)

® Keep transport mode?

® Default tunnel mode without payload info header?
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