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Goal:

Use |SContact to establish,
maintain end-to-end trust
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Proposal (to CALEX)

* Modest extensions to describe cryptographic keys
 Specify public keys in JOSE format
 Specify which keys map to which services

* Collect services into groups

» Support publication and authentication of updates
* Update URI
* Verification key
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Bigger picture

* Exchange contacts via:

* In person exchange (QR Code, NFC)
* DNS handle (@phill.hallambaker.com)
e SMTP Header

* [Requires additional crypto proposed to JOSE]



draft-hallambaker-jscontact-05

2 Part draft

1. Extensions to JSContact

2. How to apply to (cf MIB)
* OpenPGP
« SSH
* S/MIME
* Code Signing
* Etc.
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