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Goal:

* PKCS#7 for JOSE

* Use JOSE to specify
* Signature algorithm, keys
* Encryption algorithm, keys

* But without the Base64 penalty
* One 33% expansion is bad, often require multiple passes.



Approach

* Borrow from the lower layer (QUIC/MOQ)

* Use varints to specify sequence of binary data blobs.

* DARE Envelope

* Type ldentifier (Envelope with JOSE metadata)
Unsigned Header

Signed Header

Content Data Blobs (non empty)

Empty blob

* Trailer



Advantages

 Low overhead

* Adds 5-20 bytes to typical data objects
e Varint serialization/deserialization code is 20+20 lines

* Keep JSON serialization
* Efficient one pass serialization

* Use state of the art crypto
* Always use AEAD encryption, always use context strings, etc. etc.



Immediate Application

* @nyone profile of JSContact

* Contacts that automatically update
* Update section specifies update signature key

* Contactis presented in a DARE Envelope sighed under update key

* But intended for general use
* Exchange static sighed data through MOQ-friendly apps
* Device descriptionin JSON
* DARE Sequence allows encoding of logs



EARL: Encrypted Authenticated
Resource Locator

Phill Hallambaker



Goal: Locate and decrypt data by thumbprint

* Compact URL:
* earl://example.com/eluv-woab-g7ih-onix-ybns-qdxk-rzgs
* jscontact://example.com/eluv-woab-g7ih-onix-ybns-qdxk-rzgs
* earl:eluv-woab-g7ih-onix-ybns-qdxk-rzqgs

* Presentvia
* QRCode
* NFC
e SMTP Header
e JSON/XML link



Resolution Mechanism

* earl://example.com/eluv-woab-g7ih-onix-ybns-gdxk-rzgs

* eluv-woab-is the multipurpose key
* H1(eluv-woab--) provides the locator

* Fetch encrypted data blob from:
* http://example.com/.well-known/earll/ < H1(eluv-woab--) >

* H2 (eluv-woab--) provides the decryption key

* H3 (content) = eluv-woab-



Advantage

* Cryptographically compress content payload of any size to URL
e JSContact
e ML-KEM key
* Image, video

* URL is a bearer token for the referenced content
* Having the QR code is the same thing as having the content

* Not having the QR code is the same thing[*] as not having the content
[*] Unless you can break AES-256-GCM



Call for adoption

DARE Envelope
EARL Thumbprint
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