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WG Feedback

● Addressed all comments from the WG

● Pending issue: Whether to use “OKP” or “AKP” or a new a 

Key Type (“KEM”). 
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Use of AKP for PQC KEM Keys

● The 'AKP' key type is defined in ietf-cose-dilithium:

● Requires "alg" parameter.

● If 'AKP' is used with KEM:

● alg = MLKEM1024     → Direct key agreement

● alg = MLKEM1024+A256KW     → KEM with key wrapping

● Same key cannot be used with both modes.

● Restriction does not exist for traditional asymmetric algorithms 

which use “OKP”.
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Use of AKP in HPKE with PQ/T

● If 'AKP' is used with PQ/T HPKE:

● alg = QSF-X25519-MLKEM768-SHAKE256-SHA3256-ChaCha20Poly1305

● alg = QSF-X25519-MLKEM768-SHAKE256-SHA3256-AES-256-GCM

● In PQ/T HPKE, this results in separate keys for each AEAD, adding 

complexity.
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Use of AKP

● It aligns with NIST SP 800-57 guidance, each key should be used for one 

purpose and one algorithm during its security lifetime.

● That concern doesn’t apply here, since the same key pair is used only within 

JOSE/COSE and for two modes of the same algorithm.

● The draft ensures:

● Separate “alg” identifiers (MLKEM1024 vs. MLKEM1024+A256KW).

● Independent context strings for key derivation in PQC, so derived keys from KEM and 

KEM+KW can never collide.
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Use of OKP for PQC KEM Keys

● 'OKP' (Octet Key Pair).

● "kty" = "OKP"

● "crv" = PQC KEM algorithm identifier

● "x" = public key (base64url)

● "d" = private key (base64url, optional)

● RFC8037, states that it does not assume that there is an 

underlying elliptic curve

● The same key can be used in both modes: a) Direct key 

agreement b) KEM with key wrapping

● Semantically confusing for PQC (Use of “crv” looks odd for 
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Use of “KEM” for PQC KEM Keys

● New Key Type “KEM”
● "kty" = “KEM"

● "kem_param" = PQC KEM algorithm

● "pub" = public key (base64url)

● "priv" = private key (base64url, optional)

● “alg” = JOSE algorithm intended for use with the key (OPTIONAL)

● “kem_params” is redundant when “alg” is present.  

● Optional "alg" preserves flexibility



Request for WG Feedback

● We seek input from the WG on the key type to be used:

● KEM → purpose-built for PQC KEM and flexible 

● AKP → secure but too restrictive

● OKP → flexible but confusing for PQC

● WG members have expressed differing views on using OKP 

versus AKP for PQC integration. 

● The proposed KEM key type provides a path forward that 

resolves this disagreement.
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Next Steps

● WG consensus required to progress this issue.
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