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Note Well

By participating in the IETF you agree to follow IETF processes and policies. This Note Well is a reminder
of some of those policies. For a linked version of this text, please visit www.jetf.org/note-well or use the QR code
below.

» IETF participants are expected to behave in a professional manner and extend respect and courtesy to their
colleagues at all times (see RFC 7154: IETF Guidelines for Conduct and IETF Anti-Harassment Policy). If you have any
concerns about behavior, please contact the Ombudsteam who have a duty of confidentiality and extensive
powers to act, as set out in RFC 7776: IETF Anti-Harassment Procedures.

 If you are aware that any IETF contribution (as defined in RFC 5378: Rights Contributors Provide to the IETF Trust) is
covered by patents or patent applications that are owned or controlled by you, your employer or your sponsor,

you must disclose that fact, or not participate in the discussion
(see RFC 8179: Intellectual Property Rights in IETF Technology).

* For detailed process information consult RFC 2026: Internet Standards Process and
RFC 2418: IETF Working Group Guidelines and Procedures and updates to those.

* The IETF routinely makes public written, audio, video, and photographic records
of IETF activities, including your personal information as set out in the IETF Privacy Statement.

For advice, please talk to Working Group chairs or Area Directors.




This session is being recorded ’

IETF 124 Meeting Tips

In-person participants

® Make sure to sign into the session via Datatracker or the QR Code in this session.
® Use Meetecho (usually the “Meetecho lite”) client to: r——
O join the mic queue mjy Onsitetool §
O participate in shows of hands I EoY¥ AN
@ Keep audio and video off if not using the onsite version.
Remote participants

® Make sure your audio and video are off unless you are chairing or presenting
during a session.
@® Use of a headset is strongly recommended. —



Resources for IETF 124

® Agenda
https://datatracker.ietf.org/doc/agenda-124-lake/
® Meetecho for remote participation:
https://meetings.conf.meetecho.com/ietf124/?session=34791
® Minutes:
https://notes.ietf.org/notes-ietf-124-lake



https://datatracker.ietf.org/doc/agenda-124-lake/
https://meetings.conf.meetecho.com/ietf124/?session=34791
https://notes.ietf.org/notes-ietf-124-lake

Status

® 4 adopted documents got recent updates for this IETF
® 4 individual drafts will be discussed at this meeting
O 2 of them for the first time
@® Re-charterting
O biggest change: to include Quantum Resilient contributions



LAKE Agenda

® Administrivia
-- chairs, 5 mins
® draft-ietf-lake-ra
-- Yuxuan Song (Remote), 10 min
@ draft-ietf-lake-edhoc-psk
-- Elsa Lopez (Remote), 5 min
® draft-ietf-lake-app-profiles
-- Marco Tiloca, 15 mins
® draft-ietf-lake-authz
-- Geovane Fedrecheski(remote), 5 min

draft-selander-lake-cred-hash

-- Goran Selander, 10 min
draft-spm-lake-pgsuites, 5 min

-- Goran Selander, 5 min
draft-pocero-authkem-edhoc

-- Lidia Pocero Fraile (Remote), 10 min
draft-chen-lake-edhoc-aka

-- Meiling Chen, 10 min
Recharter

-- Chairs, SEC AD All, 10 min
AOB


https://datatracker.ietf.org/doc/draft-ietf-lake-ra/
https://datatracker.ietf.org/doc/draft-ietf-lake-edhoc-psk/
https://datatracker.ietf.org/doc/draft-ietf-lake-app-profiles/
https://datatracker.ietf.org/doc/draft-ietf-lake-authz/
https://datatracker.ietf.org/doc/draft-selander-lake-cred-hash/
https://datatracker.ietf.org/doc/draft-spm-lake-pqsuites/
https://datatracker.ietf.org/doc/draft-pocero-authkem-edhoc/
https://datatracker.ietf.org/doc/draft-chen-lake-edhoc-aka/

Re-Chartering (1/3)

@® Proposed charted, shared 26th September
O https://mailarchive.ietf.org/arch/msg/lake/KXxs1UunTruyBPOdEgfagfzws8w/
O Highlight: allow new EDHOC methods including quantum-resistant ones

The scope also includes the work on evaluating, and potentially adopting,
documents that define new methods or new cipher suites using COSE
algorithms, provided they meet the criteria for IETF consensus. Works on
specifying one or more EDHOC methods that are quantum-resistant,
including where one or both parties are authenticated using a Key
Encapsulation Mechanism (KEM), are in scope. Any such specified method
must reuse the protocol elements from the base EDHOC specification. y


https://mailarchive.ietf.org/arch/msg/lake/KXxs1UunTruyBP0dEgfagfzws8w/

Re-Chartering (2/3)

® Highlight: Maintenance, including work on reducing transport overhead

The work on maintenance of EDHOC also includes any relevant
updates to the base specification, in which case the working group
will publish Standards Track document(s). This includes the work on
continuing to reduce transport overhead, e.g., using references or
new credential types, but also any security-relevant updates to the
base specification.



Re-Chartering (3/3)

® WG OK

O [Marco, Michael, Goran, Lidia, Yuxuan, Christian, Geovanne, Rafa]
@ SECurity Area Director (Paul Wouters), will have to review and approve
@® ... Paul, then all, some words?




Milestones review

Jun 2026 | EDHOC rekeying protocol submitted to IESG draft-ietf-lake-edhoc-psk
as Proposed Standard

Jun 2026 | Implementation considerations and guidance draft-ietf-lake-edhoc-impl-cons
submitted to IESG as Informational RFC

Mar 2026 | Remote attestation of EDHOC peers draft-ietf-lake-ra
submitted to IESG as Proposed Standard

Dec 2025 | 3rd party-assisted authorization of EDHOC draft-ietf-lake-authz
submitted to IESG as Proposed Standard

@ draft-ietf-lake-authz ETA December 2025, actions/needs to be re-estimated?

@® @Others drafts in milestones: estimation still holds?
@® Notin milestones/not estimated:
O draft-ietf-lake-app-profiles-03 , ETA?
O draft-ietf-lake-edhoc-grease-00, ETA / needs reviews?



https://datatracker.ietf.org/doc/draft-ietf-lake-authz/
https://datatracker.ietf.org/doc/draft-ietf-lake-app-profiles/
https://datatracker.ietf.org/doc/draft-ietf-lake-edhoc-grease/
https://datatracker.ietf.org/doc/draft-ietf-lake-edhoc-psk/
https://datatracker.ietf.org/doc/draft-ietf-lake-edhoc-impl-cons/
https://datatracker.ietf.org/doc/draft-ietf-lake-ra/
https://datatracker.ietf.org/doc/draft-ietf-lake-authz/

AOB?

Making the Internet work better
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