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Why another Extended Key Usage?

- Attestation Keys are digital signature keys, but…
- The key must be dedicated to the purpose of generating evidence.
- The key must be controlled by the Attester.

- But, TPM already has an EKU for attestation key, why not re-use?
- The OID is used to indicate attestation from TPM.
- It is also used by FIDO to identify that signature comes from TPM…

- DICE also has EKUs for attestation keys
- Actually, four EKUs are defined: “Initial Attestation”, “Local Attestation”, “Initial Assertion” and 

“Local Assertion”
- Very specialized for this device

- Intents and security considerations should be properly defined
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Concerns?

- The attestation key EKU must be compatible with the ones defined by TPM 
and DICE.

- Unlikely for TPM and DICE to adopt this EKU, but the definition of attestation key EKU should 
not prevent them to be mixed.

- This specification should be written as to not be exclusive.
- Constraints:

- An attestation key should not be used to sign any data other than evidence.
- An attestation key should be under the control of the Attester (the process performing direct 

observations).
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Requesting for adoption from LAMPS WG

- The draft “PKIX Evidence for HSMs” has a dependency on this effort:
- https://datatracker.ietf.org/doc/draft-ietf-rats-pkix-key-attestation/
- Instead of defining the policies around an attestation key as part of the definition of a specific 

evidence format, it makes more sense to decouple the two concepts.
- It is natural to gather policies and security concerns about an attestation key 

independent of other work.
- Attestation keys are concepts from RATS, but EKUs are X.509 concerns.

Page 4

https://datatracker.ietf.org/doc/draft-ietf-rats-pkix-key-attestation/


References

Datatracker:

https://datatracker.ietf.org/doc/draft-jpfiset-lamps-attestationkey-eku/

GitHub:

https://github.com/jpfiset/draft-jpfiset-attestationkey-eku

Page 5

https://datatracker.ietf.org/doc/draft-jpfiset-lamps-attestationkey-eku/
https://github.com/jpfiset/draft-jpfiset-attestationkey-eku

