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Status Update

* Joe and Sean added description for Certificate Management over CMS

(CMC). Thanks!

* For EST, the request/response exchange was precisely specified. Example

here:

POST /.well-known/est/nonce HTTP/1.1
Content-Type: application/json
[

"len": 8,
"type": "1.2.3.4.5",
"hint": "https://example.com"

HTTP/1.1 200 OK

Content-Type: application/json

[

"nonce": "MTIzNDU2Nz..ONTY3ODkwMTI=",
"expiry"™: "2031-10-12T07:20:50.522Z",
"type": "1.2.3.4.5",

"hint": "https://example.com"




EST Update

* The request/response exchange was precisely specified.

* Example here:

POST /.well-known/est/nonce HTTP/1.1
Content-Type: application/json
[

"len": 8,
"type": "1.2.3.4.5",
"hint": "https://example.com"

HTTP/1.1 200 OK
Content-Type: application/json
[

"nonce": "MTIzNDU2Nz..ONTY30DkwMTI=",
"expiry": "2031-10-12T07:20:50.52z2",
"type": "1.2.3.4.5",

"hint": "https://example.com"




Conveying a Nonce in CMC

 CMC has no “hey CA give me some random thing” message

 CMC’s PKIData supports controls, requests, cms blobs, and
arbitrary data. All the feilds are all SEQUENCE
SIZE (0. .MAX) soyou can just send a control.

* Also signed, but here you don’t have a key yet ... so just use
Data instead of SignedData.

* Reuse NonceRequestValue/NonceResponse InfoType as CMC
Control



New feature: Optional Payload in NonceRequest

* |n case of key attestation, it may be required to provide some
additional data while requesting for Nonce.

* This additional data can be used to authenticate the device
before providing response.

NonceRequest ::= SEQUENCE ({
len INTEGER OPTIONAL,
-—- indicates the required length of the requested nonce
type EVIDENCE-STATEMENT. &id ({EvidenceStatementSet}) OPTIONAL,
-—- indicates which Evidence type to request a nonce for
value TBD-REQUEST.&Type ({EvidenceStatementSet} {@type}) OPTIONAL,
-— Provide additional info
hint UTF8String OPTIONAL
-—- indicates which Verifier to request a nonce from




Next Steps

* This document depends on CSR attestation.

* Alignment with CSR attestation therefore necessary.
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