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Structure stable
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• A lot of typos’ correction

• Added backward 
compatibility discussion



Recall: Instance ID to identify Data-Map Notify
• Data-Map-Notify is 

a Map-Notify 
encapsulated in a 
LISP Data plane 
header (port 4341)

• The use of the IID is 
a “shortcut”to
identify this type of 
packets and has 
been dropped 

• Normal 
decapsulation and 
packet dispatch 
work and is also 
more secure 
because the inner 
packet goes through 
existing filters  
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Recall: NAT Traversal Security (I)
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• Info-Request and Info-Reply messages have similar header structure of Map-Register and 
Map-Notify, as such authentication and integrity can be performed in the same way (Section 
5.6 of [RFC9301])



Recall: NAT Traversal Security (I)
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• DP-ECM Map-Notify: 
Map-Notify in an ECM 
encapsulated with a Data 
Plane LISP header

• All other messages were 
already defined as ECM 
messages

• Map-Register and Map-Notify verified for authentication and integrity using pre-shared key 
between the xTR and the Map-Server as for [RFC9301]

• For authentication and integrity protection of the RTR, the ECM LISP-SEC Extensions (Section 
6.1 of [RFC9303]) are used, employing two different pre-shared keys, one between the RTR and 
the ETR and one between the RTR and the Map-Server. 



Backward Compatibility
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• Introducing DP-ECM and 
its rationale 

• Avoid using null fields

• For security reasons this 
document RECOMMENDS 
to use implementations 
with latest specs



Next Steps

• WG Last Call?

8

THANKS!
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