IETF 124 — IETF

NAT traversal for LISP

draft-ietf-lisp-nat-traversal-00

L. lannone (Ed.)

IETF 124 — Montreal



Since IETF 122: Adopted by WG

NAT traversal for LISP
draft-ietf-lisp-nat-traversal-00

Status IESG evaluation record IESG writeups Email expansions History

Versions:

drafi-ermagan-lisp-nat-fraversal - o2 - 04 - 06 - 08 10 - 12 - 14 - 16
T T T T T

drafi-igtf-lisp-nat-traversa

& 2
§#
2 &

e g
g g @
§ G
$ 5 &
4

o ] Pig
$ o § $ S S ;
o & & & & & LS ¥ & .= s ¥

draft-ietf-lisp-nat-traversal-00.txt
September 2025
Document adopted and renamed




Structure stable

Table of Contents

1 Introduction . . . f e e e e e e e e
2. PRequirements Languawe e e e e e e e e
3. Definmition of Terms . . . . « = = « « « .
4., HAT Traversal Basics . f e e e e e e .
5. LISP NAT Traversal 0uerv1e“ e e e e e
6. LISP Messages Details . .« & & o &« & 2 = & &
6.1. Info-Request/Info-Reply Messages Format
6.1.1. Info-Regquest Message . . . . . .
£.1.2. Info-Reply Message . . . . . . -
6.2. Map-Register Message . . . « « « « = &
6.3, Map-HoLify MesSSage . & v o & o & & = &
6.4. Data Plane ECM Map- NetJFy Message . .
7. Protocol oOperations . . . . C e e e e e s
7.1, XTRProcessimg . . + ¢« v o o & o o« &« &
7.1.1. ETR Processing . .« &« o+ & & &
7.1.2. ITR Processing . .« &« &« & & &
7.2. Map-Server Processing . . . . .« . .
7.3. RTR Processing . . . -
7.3.1. RTR Control Plame Dperetlcns -
7.3.2. RTR Data Plane Forwarding . . . .
8. Security Considerations . . . . . . . . . .
9. IANA Considerations . . . . « = .« « &« « . .
18. Acknowledgments . . . . . . . . . . . . .
11. References . . . 00 oo D0 Oao0 o
11.1. Normative References 58 c o oo o3 oo o
11.2. Infeormative References . . . . . . .
Appendix A. MAT Traversal Example . . . . .
A.1. EID Prefix Registration Example . . . .
A.2. Data Communication example . . . . . .
Contributors . . . . & & 4 & 4 &« 4+ 4 4 . .

Authors' Addresses . . . &« 4o & 4 4+ o4 4w

R MEBEBRBRRREEEERPEEERERERERER
LAV ER R O R R SO+ I T T [T T A N P T S~ Y - T By R R KTy BT

24
26
27
27

Table of Conmtents

1 Introduction . . . .

2. Reguirements Lenguage e e e e .
3. Definition of Terms . . . = . . . .
4, MAT Traversal Basics . .

5. LISF MNAT Traversal D“EPFlEU . .
6. LISP Messages Details . . . . . . .

6.1. Info-Request/Info-Reply Messages -erhat

6.1.1. Info-Regquest Message

§.1.2. Info-Reply Message

& Map-Register Message .
6.3. Map-HoLify Message . . « « « .
[

rotocol Operaticns . . P e e
. XTR Processing .+ « « v v o 0
.1. ETR Processing

.2. ITR Processing

Map-Server Processing

RTR Processing . . .

.3.1. RTR Control Plane Dperatlens

8. Security Considerations

Data Plane ECM Map- NetlF; Message

9. Eackward cnmpetlhlllty with early version

11. Acknowledgments . . . . . . . . . .
1F0 REFfErenceS . « = = =« = = = = = = »
12.1. HNormative References
12.2. Infermative References .
Appendix A.

LISP MAT Traversal Example g

A.1. EID Prefix Registration Example .

A4.2. Data Communicaticn Example . .
Author's Address . . . . .

document

LTI B I LT S R R R

« Alot of typos' correction

€. Added backward
compatibility discussion



Recall: Instance ID to identify Data-Map Notify

XTR Registration — Instance ID

MS DB:
site1-EID-prefix => RTR-RLOC

NAT State:
ITR-local, 4341 => addr’, p’

OXFFFFFF

RTR Cache:
site1-EID-prefix => addr’, p'-> RTR-RLOC,4342, ITR-local

= |nstance ID OxFFFFFF is used to identify a LISP control packet
encapsulated in a LISP data header

« Data-Map-Notify is

a Map-Notify
encapsulated in a
LISP Data plane
header (port 4341)

The use of the lID is
a "shortcut” to
identify this type of
packets and has
been dropped

Normal
decapsulation and
packet dispatch
work and is also
more secure
because the inner
packet goes through
existing filters
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Recall: NAT Traversal Security ()
NAT Discovery

(mon
from Info-Request
* RTR RLOC(s)

« Info-Request and Info-Reply messages have similar header structure of Map-Register and
Map-Notify, as such authentication and integrity can be performed in the same way (Section
5.6 of [RFC9301])



Recall: NAT Traversal Security ()
« DP-ECM Map-Notify:

xTR Registration Map-Notify in an ECM
NAT State: S DE: encapsulated with a Data
ITR-local, 4341 => addr’, p’ -EID-prefix => RTR-RLOC  P|gne LISP header

« All other messages were
already defined as ECM
messages

ITR-local, 434

RTR Cache:

site1-EID-prefix => addr’, p’ -> RTR-RLOC,4342, ITR-local, Unverified

« Map-Register and Map-Notify verified for authentication and integrity using pre-shared key
between the xTR and the Map-Server as for [RFC9301]

« For authentication and integrity protection of the RTR, the ECM LISP-SEC Extensions (Sectior
6.1 of [RFC9303]) are used, employing two different pre-shared keys, one between the RTR and
the ETR and one between the RTR and the Map-Server. 6
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Backward Compatibility

IAMA Considerations

.

18.

Backward Compatibility with early versicn of this document

Early versions of this document did not make use of DP-ECM
encapsulation for the Map-Notify messages from RTRs to XTRs.
Instead, a simple LISP Data plane encapsulatiocn was used, which was
marked with the IID field set to @xFFFFFF so to hand over the packet
directly from the LISP data plane to the LISP comtrol plane.
However, these choice come with the following drawbacks:

* Without ECM encapsulation, the receiving xTR has nc means to
authenticate and verify the integrity of the message coming from
RTR, since the inner Map-Notify only authenticates the Map-Server

The use of the IID @8xFFFFFF as shortcut through the protocol stac
may lead toc skip security checks and may be considered as an
attack wector. Decapsulating the LISP data plane packet and re-
injecting it in the protocol stack, may appear less efficient but
allows to make sure that the inmer packet is checked against any
security and/or filtering policy configured onm the xTR.

Early wversions of this document alsoc wsed to put am additiocnal
16-bits field at the end of the Info-Request message to mark the end
of the message. Rationale was: IT this AFI field is & nothing
follows, if this field is set to 16387, them a NAT LCAF is present.
However, such field is pointless, since the UDP header encapsulating
the LISP control messages has a field indicating the length of the
message.

For security reasons, as described in Section 8 the ECM encapsulation
has been added in order to enable authetication of Map-Motify
messages sent by RTRs to xTRs, the use of the 8xFFFFFF IID hasbeen
also dropped, and Info-Request messages do not terminate with a null
field.

Implementations using early versions of this document are not
compatible with the current specificaticns. For security reasons it

is RECOMMENDED to use implementations that suppert DP-ECM. MNew LISP
NAT traversal deployments MUST use implementaticns that support DP-
ECM Map-Notify messages.

IANA Considerations

Introducing DP-ECM and
its rationale

Avoid using null fields

For security reasons this
document RECOMMENDS
to use implementations
with latest specs



Next Steps

« WG Last Call?

THANKS!
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