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Unobtrusive Signatures

Goal: remove friction from making e2e signature over
cleartext e-mail message.

Novel signature arrangement is invisible to legacy MUA.
Failed signature is explicitly congruent to no signature.
Mechanics: b64 Signature in Sig: header.

Initially defined for OpenPGP, can also be made to do CMS.
Bonus: message headers are signed, like RFC 9788.
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History

e DISPATCHed in IETF 123 to MAILMAINT, with a
check-in on DKIM.

 Discussion in MAILMAINT over a few months,
resolved that it probably doesn’t make sense to try
to align with DKIM.

* Discussion, improvements on gitlab.
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https://gitlab.com/andrewgdotcom/unobtrusive-signatures/

Outstanding Nuance

* Handling header mismatches (119 and !17)

* Message normalization? (!121)
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https://gitlab.com/andrewgdotcom/unobtrusive-signatures/-/merge_requests/19
https://gitlab.com/andrewgdotcom/unobtrusive-signatures/-/merge_requests/17
https://gitlab.com/andrewgdotcom/unobtrusive-signatures/-/merge_requests/21

WG Asks

* More review, feedback, implementations

* WG adoption?
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