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Protocols (in use today)

Internet Key Exchange WireGuard

Version 2
(IKEv2)/IPSec

TLS

Older protocols
(insecure/deprecated)

= ©

Point-to-Point Layer 2 Tunneling Secure Socket
Tunneling Protocol Protocol Tunneling Protocol
(PPTP) (L2TP)/IPSec (SSTP)



https://sunteco.vn/vpn-la-gi/

VPN Tunneling

How VPN Tunneling Works
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https://www.paloaltonetworks.com/cyberpedia/what-is-a-vpn-tunnel

VPN Identification

* VPN Identification
* Process of detecting VPN traffic without decrypting it

* Relies on identifying protocol patterns (headers, handshakes, traffic behavior

* Used by ISPs and censors for blocking or surveillance

* Xue et al. (Usenix'2022) - “OpenVPN is open to fingerprinting”

* OpenVPN: leaks control opcodes, easily fingerprinted

* Frolov and Wustrow (2019) - "The Use of TLS in Censorship Circumvention”

* reveal SNI or cipher suite anomalies



Why This Matters

* Governments
banning/monitoring VPNs

* Examples: China, Iran, India
2022, Russia

* Core question: Can VPN traffic
be reliably identified using
middleboxes and firewalls?

Links - [1][2][3]

Russia Blocks VPNs:
Digital Siege!

India Orders VPN Companies
to Collect and Hand Over
User Data

A new government order will force virtual private
networks to store user data for five years or longer

China’s VPN providers face
harsher punishment for
scaling the Great Firewall
under new data regulation



https://impulsec.com/cybersecurity-news/russia-to-block-vpns/
https://www.cnet.com/news/privacy/india-orders-vpn-companies-to-collect-and-hand-over-user-data/
https://www.scmp.com/tech/policy/article/3156095/chinas-vpn-providers-face-harsher-punishment-scaling-great-firewall

Research Questions

* Can adversaries identify VPN traffic using DPI based middleboxes?
* Based on current capabilities based on Datasheets and manual

* Ex.- Fortinet OS/hardware offerings, Bluecoat Packetshaper series

* Which protocols are most/least vulnerable?
* Most - easily identifiable ( repeated patterns, plaintext identifiers)
* Least - hard to detect using Firewalls and Middlesboxes current capabilities

* What evasion strategies actually work?

* Practical solutions and usability



Threat Model

* ISP-level adversary firewalls/middleboxes

* DPI-enabled middleboxes - cannot parse at arbitrary offsets in real
time.

* Can't do large-scale ML on the middlebox or firewall at line rate.



Methodology Overview
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* Kernel netfilter modules
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https://www.google.com/url?sa=i&url=https%3A%2F%2Fwww.researchgate.net%2Ffigure%2FSNI-extension-of-the-TLS-handshake-protocol_fig6_321580115&psig=AOvVaw3NYFqZnwLqR90O-jDgYR8Q&ust=1749798671650000&source=images&cd=vfe&opi=89978449&ved=0CBQQjRxqFwoTCMiS-Zaq640DFQAAAAAdAAAAABAE

Protocol Taxonomy

Open-Source VPNs

Freely available software with
modifiable code and
configurations.

Ex- OpenVPN, Wireguard

— O —

Proprietary VPNs

Vendor-specific extensions with
custom features and undocumented
protocols.

Ex- Lightway, Nordlynx, Chameleon



Commercial VPN connection

2 Step Process - client application ( after
login using username /password)

1. Authentication with Authentication
server to fetch the VPN gateway details.
(API calls)

* Hosted by Major cloud provider

2. Connection to the VPN gateway
* Using the data received from the
auth server, the client application
connects to specified gateways.

Weakness: An Adversary can just
block the Authentication step

Authentication

Server :F

v

O

X

VPN
CLIENT
INTERNET SERVICE VPN
@ ¥ PROVIDER SERVER

((c@))) .
] AEV‘“‘AM@* ¥ o
| VPN

INTERNET

‘('I"‘
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OpenVPN

TCP/UDP connection
OpenVPN e >
Application Application p_control_hard_reset_client_v2
p_control_hard_reset_server_v2 New
Open VPN Process Open VPN Process OpenVPN Session
P_ACK_V1 )L
TCR/UDP TCR/UDP
IP IP
TLS Handshake, Secret Exchange
Data Link Data Link TLS Handshake and
w p_control_v1 Cryptographic key
Y Y derivation
3 Virtual Real 3 3 Real Virtual 5 P_ACK v )L
=y Interface Interface Interface Interface —=n
Host A Host B
Network P_Data_V2
> Ethernet frame or
P_Data_V1 IP header packets
< are exchange
Vanilla - OpenVPN .
 Encapsulation E
hd HandShake ﬂ ow OpenVPN Client OpenVPN Server

* Opcodes
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OpenVPN

* Both the implementations of OpenVPN . DTSR
. . Packet Length: 86
* Van”la and CommerC|a| v Type: ©x38 [opcode/key id]
. . _ @011 1... = Opcode: P_CONTROL_HARD_RESET_CLIENT V2 (x07)
* opcodes including XOR patch (plaintext) ... -000 = Key ID: ©
. Session ID: 28@5226466525327919
[usenix'22] Replay-Packet-ID: 2286487916
Net Time: Apr 18, 2032 @9:05:53.002800000 India Standard Time
« XOR patch leaves 1 byte of opcode ( XOR patch HMAC: bbSle7cdc44f@5fbbc23cd3963e2280ccddd7fo17c60d210b316a2b30d7ach64

. ., : . Data (37 byt
algorithm) [usenix'22] - harder for firewalls i
v OpenVPN Protocol

Packet Length: 94

* Malformed Packets - sending malformed v Type: @28 [opeode/key.id]
. @010 1... = Opcode: P_ACK_V1 (@x@5s)
HMAC packets get ignored by server ... .800 = Key ID: @

Session ID: 28@5226466525327919
Replay-Packet-ID: 1012182971

* Pre-shared Key mode Net Time: Nov 15, 1983 11:57:57.000000000 India Standard Time
HMAC: e265e19008ac424ac6f775a860dc4793Fc354325F16Fe8d500988¢3293F86ec
* Complete packet is encrypted ek s e

* Not Scalable

* New Protocol Proposal [towards the end]
* Benefits of PSK + Scalable



Wireguard

Handshake + |+~ WireGuard Protocol

* Next-Gen protocol, Lightweight, Init Packet R S
UDP based Handshake

Sender: ©@x3847886e
Init Resp

v Ephemeral: okOmW7unw/nd@LEbG5McqlLLwaVIcfP+UwWGYILIN/zs=
[Has Private Key: False]
Encrypted Static
Encrypted Timestamp
macl: 3d5d87leale3781€blba7e72712bell®
. macl: ©6eeeeeooeoceeceeeeeceeceecepeer
[Stream index: @]

* the user’s identity must be

stored on the server and linked Data
to an internal IP address
assigned by the VPN

« Weakness gWireguard
Client

* Plaintext identifiers

v WireGuard Protocol
Type: Transport Data (4)
Reserved: 000000
Receiver: ©x6@el72c6
Counter: 1477
Encrypted Packet

Data

Wireguard
Server

.' *
Tk = P +
ot - . +
. . *
. ] i® .
* - .

» Fixed offset of repeated identifiers
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Wireguard NordLynx

Server

* Commercial implementations
i Temporary
provide only user level dynamic
] i identity
anonymization Joe assignment
* double NAT system allows
NordLynx connection without
storing any identifiable data on a Jil
server.
Authentication
server

* Base Protocol - same (No
protection from Identification

at protocol |eve|) . itores ic.lentifable data
nonymizes user

Image credits: [Link]
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https://nordvpn.com/blog/nordlynx-protocol-wireguard/

TLS and SSH-based VPNs

Client Server
* TLS 1.3 Irig %‘ e
* Protocol for securing web and VPN traffic ‘_/jﬁwi/ generate
* Faster, more secure than TLS 1.2 (1-RTT handshake) - *:ﬁuo-

. start \
 Potential Markers:
gerverHello

* SNI (Server Name Indication): still sent in plaintext (used for VPN Jﬂ/"‘e‘j&/
detection) ‘_/Miﬂ}/

. . {Sewe,CertifiCME*}
* Number of Cipher Suites m/

* Certificates encrypted: prevents domain exposure post-handshake {
{Cli

« Used in TLS-based VPNs (e.g., ProtonVPN Stealth, ExpressVPN w’
) lentCertj icateVerifu*
Lightway) %:

. . —tk generate
IN ewSession Ticket | ticket

TLS

[Application Data

Image credits: [link]


https://www.researchgate.net/figure/TFO-TLS-13-ECDHE-2-RTT-full-handshake-a-and-PSK-ECDHE-0-RTT-resumption-handshake_fig1_351829553

TLS and SSH-based VPNs

SSH Client SSH Server

Client Command: Initiate connection (ssh user@hostname)

SSH Client Request: Sends connection request

* SSH (Secure Shell) e v e

Protocol Version Exchange

 Secure channel for remote access and tunneling Encryption Algorithims Exchange
* Authenticates using keys or passwords Agreement on Encryption ‘
* Encrypts all traffic, including handshakes ) oKy e
. Client Verifies Host Key
 Potential Markers: e >
Key Exchange (Diffie-Hellman)
* Port 22 - default but can change >
Secure Channel Established
* SSH protocol version banner (e.qg., SSH-2.0-OpenSSH_8.2) during < e
handshake <
Client Presents SSH Certificate
* Packet size & timing patterns: reqular keepalives, interactive — >
Server Verifies Certificate
keystrokes e
Access Granted (if valid)
* Used in VPN obfuscation (e.g., OpenVPN over SSH) e S
° <

Harder to distinguish from regular SSH traffic

SSH Client SSH Server

Image credits: [link]


https://miro.medium.com/v2/resize:fit:4800/format:webp/0*yfVbP4vitXSscCZA

TLS and SSH-based VPNs

* measures used by popular implementations

Obfuscation via TLSv1.3
Randomized SNI fields (ex- ‘bdcyw.tr’,'ofd.es’)
No SNI (rare, detectable) [NDSS'19]

ProtonVPN Stealth, ExpressVPN Lightway ( mimic
Browser TLS)

Browser TLS requests - not using only single
cipher, legible SNI, ports

EEEEEE

wrap inside packet

wrapped packet

encrypt message

encrypted message

lightway packet

eeeee

lightway packet

EEEEEE

unwrap outside packet

unwrapped packet

decrypt message

decrypted message

eeeee
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TLS and SSH-based VPNs

* SSH based observations
* VyprVPN - Chameleon [SSH tunnelled OVPN]
 Identical to SSH tunnel traffic [general SSH handshake markers]
* Ciphers and handshake is SSH equivalent to standards

* High collateral damage if blocked without analysis.

APPLICATION

D
D

A
SSH SERVER ->

APPLICATION
SERVER
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Evasion Techniques Gioms: fastly aWs g

* SNI poisoning
* Change the SNI field to non-blocked Domains

* Worked on Akami, fastly, Azure, Amazon hosted domains
* Cloudflare - blocked - due to Cloudflare routing requirement for SNI matching with hostname check.

* MTU manipulation

* Reducing the MTU from standard 1500 bytes to - ~MTU

lower values in the range of 500.
* Packet fragmentation

—

« Evaded detection by Firewalls and Middleboxes T . IP Packets
: Fragmentation
without MITM

* Minimal performance Hit for text based traffic.

Image credits 19


https://www.slideserve.com/xanthe/ip-fragmentation#google_vignette

Performance Results

* CDF graphs for MTU 500 vs

1500 H0
* Tranco List top 1K 2038

» ACross open-source E
Protocols £°°

* OpenVPN TCP =
E 0.4

» OpenVPN UDP :
* Wireguard - 02
0.0

CDF of HTTPS Page Load Times by VPN Protocol and MTU

= OpenVPN-UDP MTU 500
= OpenVPN-UDP MTU 1500
OpenVPN-TCP MTU 500
OpenVPN-TCP MTU 1500
==+ WireGuard MTU 500
= WireGuard MTU 1500

107! 100 10!
HTTPS Page Load Time (seconds, log scale)

20



Firewalls
* Modern Firewalls - Static signatures F:ERTINET

[ Fortinet, checkpoint, Bluecoat]

* Limited Configurability - specific fields

* Software based ML- solutions coming up

Firewall tested : Fortinet 2601F ( FortiOS 7.6)
* Blocked vanilla OpenVPN
* XOR patch - bypassed the filter

* (Not able to detected the dynamic
change)

Fortinet 21


https://fortinetweb.s3.amazonaws.com/docs.fortinet.com/v2/attachments/c1ff9041-55c1-11eb-b9ad-00505692583a/FortiGate-2600F-Series-QSG.pdf

Firewalls

Static signatures try to keep up with the

protocol changes

Juniper
NETWORKS
Home / Security / Threat Labs

Signature Detail

OPENVPN

OpenVPN is an open source software application that implements virtual private
network (VPN) techniques for creating secure point-to-point or site-to-site
nnections in routed or bridged configurations and remote access facilities.

Extended Description

None

Search Juniper.net Q

Short
Name

Category

Sub
Category

Risk

Standard
Ports

Application
Group

Release
Date

OPENVPN

Infrastructure

miscellaneou:

2

TCP/587,TCP/465,8000,TCP/995,TCP/993TCP/1

junos-approot:applications:infrastructure

11/02/2009

FortiGuard Labs Research Services Threat Intelligence Support Resources About

{0
OpenVPN

Description

This indicates an attempt to use the OpenVPN protocol.

OpenVPN is a protocol used most commonly to implement VPN connections. It uses a custom security
utilizes the OpenSSL library to establish an SSL/TLS session. It is capable of traversing NATs. OpenVPN
or TCP transport layers.

Fortinet Labs signature update [link], Juniper [link

]

Version Updates

Date

2025-06-05

2024-06-18

2023-12-18

2023-07-18

2023-07-18

2023-07-18

2023-05-09

2023-03-16

2023-03-07

2023-02-28

Version

Detail

Sig Added
Sig Added
Modified
Sig Added
Sig Added
Sig Added
Sig Added
Sig Added
Modified

Modified

22


http://fortiguard.fortinet.com/appcontrol/17244
https://threatlabs.juniper.net/home/search/#/details/?sigtype=app&sigid=ApplicationID:OPENVPN

Firwalls

* Configurability
 Limited to specific fields and fixed patterns
* No dynamic Nature for detection for custom definitions

 Ex- Fortinet custom rules

edit "Block.Example.Custom"

(=1
]

(h

t signature "F-SBID( --attack id 5150; --name "Block.example.com";

—-—pattern "example.com";

protocol tcp; --service HTTP; —--no case; ——-flow from client; --context host;)"

=1
P

et action block

i

(T

t comment ''

(h

(=1
]

23



VPN Fingerprintability
Protocol Type | Provider Fingerprintable | Remarks
OpenVPN TCP NV.EV.PV [ ] Control and data channcl
(vanilla) UDP plaintext opcode patterns.
[ J OpenVPN TCP Nonc O Full packet cncryption
V P N D et e ct I O n (Vanilla+PSK UDP no visible patterns in traffic flow.
OpenVPN TCP NV.EV L) Control and data channel partially
(Vamlla-XOR-bascd) | UDP obfuscated using fixed XOR-string,
I a e but repeating sequence of apparcntly
XOR-cd opcode at the same offsct.
Difficult to detect by commercial
middlchoxes like Fortinet 2600F scrics.
1 1Fi 1 1Fi OpenVPN TCP | PP Simil he browscr traffic.
* Non-identifiable - No identifiable e Soancl) © milar 1o (e browser e
1<ti O OpenVPN TCP | PP I No identifiable pattern
C h a ra Cte rl Stl CS {Over Obfsproxy) but Obfsproxy can be identified [25].
* pa rt|a||y_|dent|f|ab|e -i.e., Only 1 ?mev'g'é;} TCP | PP © Packet length scquence Identifiable
ver 58
paCket CcoO ntainq Identlflab|e OpenVPN TCP | VP @] Fully encrypted OpenVPN.
(Chamclcon) flow with no 1dentifiable featurces.
I nfo rm atl O n O TLSv1.3 TCP | EV (J)] Advertizes only a single cipher.
(Lightway) suite in the TLS ClientHelleo.
11 1 11 TLSv1.3 TCP | PVWS O Similar to browser traffic with obscurcd
» Identifiable -identifiable under ity g 0 prowser traffe wilh obsco
Ce rta i n CO n d iti O n S ‘) Websocket TCP WS (] SNI ficld and server name identifiable.
Wircguard UDP | VEPV.WS ® Fixedfrepeating patterns in handshake
. . . (Wanilla) packets.
[ ] —
E a S I |y Id e n t I fl a b I e fl Xe d a C ro S S Wircguard UDP | NV ] Fixed/repeating patterns in handshake.
. (MordLynx) packets.
multiple packets ® _ _ _
Wircguard UDP | CF o Uses fixed/repeating pattern in
(WARP) Wircguard’s reserved ficld.
uDp UDP | EV (] Plaintext fingerprintable characteristic.
(Lightway) in a single handshake message
24 IPscc/TKEv2 UDP WS.VEFP O High collateral damage if filtcred.




Limitations

* Broader selection of VPN providers

* lack of access to ISP infrastructure - Inference based only on Wireshark captures and
firewall hardware documentation

* Endpoint enumeration - Endpoint discovery was conducted via periodic cloud-based
connections to VPN endpoints ( spl. Public API requests)

* Cloudflare strictness - no SNI based evasion.

* Updates to application features - Findings are based on tested VPN versions and
configurations; future updates may impact performance and detectability.

25



Our Proposed Fix

* Modification to OVPN pre-shared
key mode

* Encryption of Complete packet
payload

* Incorporating techniques for
Authentication steps

! 1.VPN gateway pass on
. [9%. 9, p. S]
I
i

to the auth. server

Client

4.[Generation of (x, g%,p, C,) ]

5. [Genreation of g™¥)%p using g¥%p and x]

6. [Generation of master key and HMAC key using
KDF(g®¥)%p, S, C,)]

VPN Gateway
[Generation of y, g¥%p, S,]

11. Verification of HMAC received from

VPN Gateway 8. [Generation of pre-master key g™¥)%p using g*%p and y]

9. [Generation of master key and HMAC key using
KDF(g™)%p, S,, C/)]
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Conclusion

* Increasing Censorship : Countries monitoring and banning VPNs to limit access to
blocked content.

* OpenVPN is vulnerable: Prior research confirms OpenVPN flows and endpoints are
detectable with specific configurations.

* Alternative protocols offer resilience: TLS, SSH, and IPSec are harder to detect and
block without causing collateral damage.

* Evasion through MTU manipulation: Reducing MTU to fragment identifiable
patterns across packets shows promise with minimal performance impact.

* Future work: Further research is needed to refine evasion strategies and assess long-
term effectiveness against adaptive censors.

27
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