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What's new?

 Not much.
 Updated references and included pointers to:
o SD-JWT
o SD-CWT
 MLS web token credentials
* Privacy Pass
 Anonymous Credit Tokens, and

 JSON web proofs



Making Credentials Interop

 MIMI is about interop. We have not said anything in MIMI about specific (MLS) credential types.
 What credential types do we need to support?
* MultiCredential / WeakMultiCredential
« X.509
e SD-JWT (really any JWT)
« SD-CWT (any CWT as long as it has a confirmation key)
* How do we interop safely if one or both parties are using Basic credentials?
« How do we find an appropriate trust root in MIMI
 certificate chain in X.509; configuration of valid issuers, finding key sets for JWTs or CWTs
* what issuer domain names are trusted for which MIMI URIs?

* How do we handle Revocation / status lists?
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Changes since -06

* fixed a bug in the generation of message 1Ds; regenerated them correctly.

» clarified that the salt is always 16 octets
 make examples use the correct CBOR map key for room

« moved MIMI message status format into draft-mahy-mimi-message-status

* can we adopt message-status?



Issues

» #064: IANA registration for dispositions. This is just work. PR coming soon

 #061: Message |ID calculation



Message ID calculation #61

e Currently malicious URIs could cause duplicate message |ID

hash output = hash( senderUri || roomUri || message || salt )
* Options
o use-ahull-separater (please don't do that)

* use a non URI ASCII character separator between sender URI and room URI,
(example "[" the pipe character)

e mimi://example.com/u/alice|mimi://example.com/u/alice<message><salt>

 CBOR encode the hash input

e 78 1A mimi://example.com/u/alice 78 1E mimi://example.com/u/alice 49 021D <message> 50 <salt>

* add an explicit length before senderUri and roomUri

* 001A mimi://example.com/u/alice 001lE mimi://example.com/r/clubhouse <IME€SSage> <salt>



Next Steps

 Merge this PR
e Close this issue
o Start a WGLC on Friday

 Build an interop repo

 Adopt mimi-message-status
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MIMI protocol changes since IETF123

 Merged more franking fixes PR #130
» use TLS struct for franking context
* use VerifyWithLabel instead of Verify
 minor TLS PL fixes to existing structs
» added cipher suite for franking signature (in case it changes)
* move a comma in MIMI content extensions map

* wrapped some long lines
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PRs

* |nclude valid proposals with a Grouplnfo #127

* pending SelfRemove and AppDatalUpdate proposals are valid in
External Commits

struct {
MLSMessage proposal;
uint64 hub_accepted_time;

* Need a way to get them

} PendingProposal;

* |Include with Grouplnfo struct {

GroupInfo groupInfo; /* without embedded ratchet_tree x/

+ + + + +

RatchetTreeOption ratchetTreeOption;
+ /*x A list of valid pending proposals accepted by the hub x/
+ /% during the current epoch */
+ PendingProposal pending_proposals<V>;
} GroupInfoRatchetTreeTBE;

+ If successful, the response body contains the GroupInfo, a way to get the
+ ratchet_tree , and a list of any pending proposals for the epoch, all
+ encrypted with the "groupInfoPublcKey passed in the request.
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Issues

To Do

To Do — Just work

To Do — Just work

To Do

chore

To Do

To Do

(> Share encrypted state with only members

#133 - rohanmahy opened 1 minute ago

(© add to security/privacy considerations a bunch of evil scenarios related to
collusion and actively manipulating timing

#124 - rohanmahy opened 2 weeks ago

® Need MIMI Threat model (EXE0RD (WE reviewed)

#93 - rohanmahy opened on Dec 4, 2024

(> Add description of flows with pseudonyms (opt-in privacy enhancement)

#84 - rohanmahy opened on Aug 13, 2024

(® Make more ASCII art flow changes WG reviewed

#68 - rohanmahy opened on Mar 4, 2024

(> Figure out versioning (L alasd (WG reviewed)

#52 - rohan-wire opened on Feb 19, 2024

() Do we need knocks? consensus-required WG reviewed

#38 - turt2live opened on Nov 9, 2023
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What's Next?

 Propose a versioning scheme

 Propose a knock scheme

 Can we get some implementation interop?

14



https://github.com/ietf-wg-mimi/mimi-room-policy/

MIMI Room Policy

draft-ietf-mimi-room-policy

Rohan Mahy: rohan.ietf@gmail.com
IETF 124, 4-Nov-2025


https://github.com/ietf-wg-mimi/mimi-room-policy/

Changes since -01

 Add an initial AssetPolicy

 Add MLS Operational Parameters policy

struct {
ProtocolVersion versions<V>;
CipherSuite cipher_suites<V>;
ExtensionType extensions<V>;
ProposalType proposals<V>;
CredentialType credentials<V>;
WireFormats wire_formats<V>;
ComponentID component_ids<V>;
ComponentID safe_aad_types<V>;
MediaType media_types<V>;
ContentType content_types<V>;

} ExtendedCapabilities;

enum {
unspecified(9),
immediateCommit (1),
randomDelay(2),
preferenceWheel(3),
designatedCommitter(4),
(255)

} PendingProposalStrategy;

struct {
PendingProposalStrategy pending_proposal_strategy;
uint64 minimumDelayMs;
uint64 maximumDelayMs;

} PendingProposalPolicy;

struct {

uint64 minimumTime;
uint64 defaultTime;
uint64 maximumTime;

} MinDefaultMaxTime;

struct {

uint8 epoch_tolerance;
uint16 pad_to_size;
uint32 max_generations_skipahead;

} AppMessagePolicy;

struct {

ExtendedCapabilities mandatory_capabilities;
ExtendedCapabilities default_capabilities;
ExtendedCapabilities forbidden_capabilities;
WireFormats handshake_formats<V>;

bool external_proposal_allowed;

bool external_commit_allowed;
PendingProposalPolicy pending_proposal_policy;
MinDefaultMaxTime LeafNode_update_time;
AppMessagePolicy app_message_policy;

unit64 max_kp_lifetime;

uint64 max_credential_lifetime;

uinté64 resumption_psk_lifetime;

MinDefaultMaxTime sender_nonce_keypair_lifetime;

uint32 max_keypairs;
MinDefaultMaxTime buffer_incoming_message_time;
uint32 max_buffered_messages;

} OperationalParameters;
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enum {
direct(0),
hubProxy (1),
ohttp(2),
(255)
} DownloadPrivacyType;

enum {
unspecified(0),
localProvider(1),
hub(2),
(255)

} AssetUploadlLocation;

struct {
DownloadPrivacyType allowed_download_types<V>;
DownloadPrivacyType forbidden_download_types<V>;
DownloadPrivacyType default_download_type;
} DownloadPrivacy;

struct {
AssetUploadlLocation asset_upload_location;
opaque upload_domain<V>;
DownloadPrivacy download_privacy;
uint64 max_image;
uint64 max_audio;
uint64 max_video;
uint64 max_attachment;
} AssetPolicy;



PRs

 PR#15 Reorganize IANA registration of capabillities as table
* Organize capabilities by family,
 Make the IANA registration compatible with names in Section 7.
 Move missing capabilities into Section 7 (ex: canEditReaction)

* |nclude all reserved caps in the table



Issues

we were waiting )] (» Add self_role_changes array for own-role transitions
fOr COncrete #10 - timokoesters opened on May 14
proposal from

. (] ) Is canAddParticipant redundant?
Timo

#9 - timokoesters opened on Apr 16

Partia”y Done [/ © Download and link policies

#8 - rohanmahy opened on Mar 16

To Do () © Requirements and information associated with bans?

#5 - rohanmahy opened on Jan 29

propose to cloge [J © Whatare the semantics of kick?

#3 - rohanmahy opened on Jan 29
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