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What's new?
• Not much. 


• Updated references and included pointers to:


• SD-JWT


• SD-CWT


• MLS web token credentials


• Privacy Pass


• Anonymous Credit Tokens, and 


• JSON web proofs
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Making Credentials Interop
• MIMI is about interop. We have not said anything in MIMI about specific (MLS) credential types.


• What credential types do we need to support?


• MultiCredential / WeakMultiCredential


• X.509


• SD-JWT (really any JWT)


• SD-CWT (any CWT as long as it has a confirmation key)


• How do we interop safely if one or both parties are using Basic credentials?


• How do we find an appropriate trust root in MIMI


• certificate chain in X.509; configuration of valid issuers, finding key sets for JWTs or CWTs


• what issuer domain names are trusted for which MIMI URIs?


• How do we handle Revocation / status lists?
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Changes since -06
• fixed a bug in the generation of message IDs; regenerated them correctly.


• clarified that the salt is always 16 octets


• make examples use the correct CBOR map key for room


• moved MIMI message status format into draft-mahy-mimi-message-status


• can we adopt message-status?
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Issues
• #64: IANA registration for dispositions. This is just work. PR coming soon


• #61: Message ID calculation
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Message ID calculation #61
• Currently malicious URIs could cause duplicate message ID


hash_output = hash( senderUri || roomUri || message || salt )


• Options


• use a null separator (please don't do that)


• use a non URI ASCII character separator between sender URI and room URI,                       
(example "|" the pipe character)


• mimi://example.com/u/alice|mimi://example.com/u/alice<message><salt>


• CBOR encode the hash input


• 78 1A mimi://example.com/u/alice 78 1E mimi://example.com/u/alice 49 021D <message> 50 <salt>


• add an explicit length before senderUri and roomUri


• 001A mimi://example.com/u/alice 001E mimi://example.com/r/clubhouse <message> <salt>
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Next Steps

• Merge this PR


• Close this issue


• Start a WGLC on Friday


• Build an interop repo


• Adopt mimi-message-status
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MIMI protocol changes since IETF123
• Merged more franking fixes PR #130


• use TLS struct for franking context


• use VerifyWithLabel instead of Verify


• minor TLS PL fixes to existing structs


• added cipher suite for franking signature (in case it changes)


• move a comma in MIMI content extensions map


• wrapped some long lines
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PRs
• Include valid proposals with a GroupInfo #127


• pending SelfRemove and AppDataUpdate proposals are valid in       
External Commits


• Need a way to get them


• Include with GroupInfo
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Issues
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To Do — Just work

To Do

To Do

To Do

chore

To Do — Just work

To Do



What's Next?

• Propose a versioning scheme


• Propose a knock scheme


• Can we get some implementation interop?
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IETF 124, 4-Nov–2025

MIMI Room Policy 
draft-ietf-mimi-room-policy

Rohan Mahy: rohan.ietf@gmail.com
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Changes since -01
• Add an initial AssetPolicy


• Add MLS Operational Parameters policy
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PRs

• PR#15 Reorganize IANA registration of capabilities as table


• Organize capabilities by family,


• Make the IANA registration compatible with names in Section 7.


• Move missing capabilities into Section 7 (ex: canEditReaction)


• Include all reserved caps in the table



Issues
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Partially Done

propose to close

we were waiting 
for concrete 
proposal from 
Timo

To Do


