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Quick recap (it’s been a while)

- Having clients as regular group members leaks which 

client a user is using to interact with the group

- The Virtual clients mechanism allows a group of clients to 

jointly operate a “virtual client”, which acts as a regular 

client in MLS groups

- The virtual client is run through an MLS group which the 

actual clients use to generate secrets and potentially 

coordinate



Quick recap (it’s been a while)

-  The main difficulty is coordinating the sending of 

application messages between the clients running the 

virtual client

- Nonce reuse would be catastrophic for confidentiality

- Key reuse would mean that recipients can’t decrypt the 

second message because they already deleted the key 

after decrypting the first



Changelog

- The draft now has an actual protocol, although there are 

still Todos

- Instead of the challenge-based application message we 

proposed in a previous draft, we have decided to go with 

the solution originally proposed by Brendan:
- Use a value for the nonce reuse guard that both avoids nonce reuse 

between clients and preserves sender privacy

- Have the DS reject multiple application messages with the same key 

generation


