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What Are 
Network 
Overlays?

Network overlays introduce alternate routing, 
addressing, or encryption policies.

They operate “on top” of the native Internet 
network.

Examples: MASQUE (RFC 9484), iCloud Private 
Relay, privacy-enhancing tunneling services.

Intent: increase privacy, but operational side 
effects emerge for video streaming
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Context & Purpose of this work?

• Explores: How network overlays affect streaming 
video operations

• Focuses: operational and architectural 
implications, not protocol design

• Current version: Published -03
• Added details and clarified relationships between 

overlays and streaming video operations
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Datatracker Timelines
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Key Changes from -02 to -03

• Editorial cleanup and tightening across sections 

• Removed redundancies in terminology and streamlined 
introduction

• Expanded examples for each overlay policy change (routing, 
DNS, address, protocol, etc.)

• Added clarity on operational scope,  applies to any 
streaming system, not just HTTP video.

• Improved linkage between overlay privacy goals and 
streaming impacts

• Minor consistency fixes in reference style
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Summary of Network Overlay Impacts

Category Impacted Function Typical Symptom

IP Address Policy Changes Authentication Session mismatch

Geolocation & Identification Content licensing Access denied

Routing & Policy Changes CDN cache selection Higher latency / suboptimal cache

DNS Policy Changes Cache location resolution Misdirected edge assignment

CDN Interconnection 
Troubleshooting

QoS / traffic classification Loss of visibility

Logging and 
Monitoring/Operational Impacts

Troubleshooting Misleading logs



Appendix: Examples of Network Overlay 
discussed in the draft
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IP Address Policy Changes

• Network Overlay assigns a new IP address (IPv4↔IPv6 
translation 

• Effect: CDN or authentication services mis-associate session 
→ login or playback failure

• Impact Area: device identification, policy enforcement, 
session continuity
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Geo-Location & Identification

• Network Overlay egress point changes user geography

• Effect: content access denied due to licensing restrictions.

• Impact Area: CDN geolocation, regional content gating, 
compliance.
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Routing & Policy Changes 

• Network Overlay reroutes flows through a distant 
proxy node.

• Effect: CDN cache logic selects a farther cache → 
increased latency and degraded QoE.

• Impact Area: CDN cache selection, adaptive bitrate 
(ABR) logic, path optimization.
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DNS Policy Changes

• Network Overlay use of alternate DNS resolver that for 
example may not  support EDNS0 client subnet.

• Effect: CDN cache selection fails — users may be directed to 
distant edge nodes.

• Impact Area: latency, cache efficiency, geolocation accuracy.
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CDN Interconnection Troubleshooting

• Network Overlays obscure routing paths, so CDNs 
cannot locate failure domains

• Effect: measurement and fault localization fail — request 
routing information may be invalid

• Impact Area: inter-CDN operations, SLA assurance, 
performance debugging
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Logging and Monitoring/Operational Impacts

• Network Overlays alter visible IPs and routing paths

• Effect: logs no longer match actual network flows; 
debugging becomes unreliable

• Impact Area: operational monitoring, root-cause analysis
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Next Steps

• Is -03 getting close enough for a WGLC?
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