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What is qlog again?

Structured logging for network protocols

QUIC WG is working on 3 schemas:

Main schema: extensible framework, common events, file formats, etc
QUIC schema: events for QUIC connections, streams, packets, frames etc
HTTP/3 schema: events for HTTP/3 streams, requests, responses, etc

Schema defined in CDDL

Serialization format agnostic .. but we provide two out-of-the box formats
Regular JSON
Streaming JSON

https://datatracker.ietf.org/doc/html/draft-ietf-quic-qlog-main-schema
https://datatracker.ietf.org/doc/html/draft-ietf-quic-qlog-quic-events.html
https://datatracker.ietf.org/doc/html/draft-ietf-quic-qlog-h3-events.html


QUICPacketSent = {
  header: PacketHeader
  ? frames: [* $QuicFrame]
<… more fields>
}

Event = {
    time: float64
    name: text
    data: $ProtocolEventData
    ? path: PathID
    ? time_format: TimeFormat
    ? group_id: GroupID
    ? system_info: SystemInformation

    ; events can contain any amount 
of custom fields
    * text => any
}

Main schema abstract event

QUIC schema concrete event

{"time":17.956148,"name":"transport:packet_sent","data":{"header":{"packet_type":
"1RTT","packet_number":3},"raw":{"length":118,"payload_length":80},"frames":
[{"frame_type":"stream","stream_id":0,"offset":0,"length":75,"fin":true}]}}

Example JSON 



MOQT QLOG schema

MOQTControlMessageCreated = {
    stream_id: uint64
    ? length: uint64
    message: $MOQTControlMessage
    ? raw: RawInfo
    * $$moqt-controlmessagecreated-extension
}

MOQTClientSetupMessage = {
  type: "client_setup"
  number_of_supported_versions: uint64
  supported_versions: [* uint64]
  number_of_parameters: uint64
  ? setup_parameters: [* $MOQTSetupParameter]
}

MOQTServerSetupMessage = {
  type: "server_setup"
  selected_version: uint64
  number_of_parameters: uint64
  ? setup_parameters: [* $MOQTSetupParameter]
}

Top-level event

Message concrete types

{"time":0.230418,"name":"moqt:control_message_created","data":{"stream_id":0,
"length":19,"message":{"type":"client_setup","number_of_supported_versions":1,"s
upported_versions":[4278190088],"number_of_parameters":2,"setup_parameters
":[{"name":"max_subscribe_id","value":100},{"name":"path","value":""}]}}}

Example JSON 



Implementation and interop

● quiche project qlog Rust crate supports serialization and deserialization
○ Working branch to add MOQT qlog on GitHub
○ qlog-dancer in process of being open sourced - https://github.com/cloudflare/quiche/pull/2230

■ Processes logs to generate text or HTML reports, plus charts
● Log producers

○ Mathis Engelbart, Lorenzo Miniero, Mike English, Gwendal Simon (?), more (?)
● Since IETF 122, tracking changes in MoQT up to draft 14 (thanks Aman 

Sharm)
● qvis - YMMV
● Overlap with other logging efforts for recording or runtime metrics

https://crates.io/crates/qlog
https://github.com/cloudflare/quiche/tree/lucas/qlog-moqt-2
https://github.com/cloudflare/quiche/pull/2230
https://qvis.quictools.info/


Example log parser output



Example log parser output



Next steps

There are producers and consumers of MoQT qlog that benefit from an actively 
maintained spec

There's not much work to keep this draft in sync with MoQT

Can we please adopt the draft to the WG to ensure a collaborative process?


