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Current 1588 Security

 |EEE Std 1588™-2019

 As amended by IEEE Std 1588d™-
2023 (GDOI Key Management)

* Note: There are other non-security
related amendments as well.

IEEE SA

|EEE Standard for a Precision
Clock Synchronization Protocol for
Networked Measurement and Control
Systems
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ISTANDARDS

IEEE Standard for a Precision

Clock Synchronization Protocol for
Networked Measurement and Control
Systems

Amendment 4: GDOI (Group Domain of

Interpretation) Key Management

ISTANDARDS



G

Management
for PTP

Static key distribution by some form of
out of band communication

* Good for getting started but not a
long-term or large-scale solution

GDOI - more details provided in
Amendment 1588d

TESLA — more detailed specification
needed

Network Time Security (NTS) - coming
soon



* Address PTP Vulnerabilities

* ldentified by NTP working group during
discussion of adoption of NTS for PTP
as an NTP working group draft

P1588K - * Updates to SequencelD

Current work

) * Add NTS as a key management scheme
Items (NTS for PTP)

* Multiple proposals being discussed with
significant progress

e Contributions welcome!




A starting draft has been selected from multiple
proposals.

Discussions on updates to that draft are ongoing.

Plan to incorporate security in the initial standard.

CSPTP

Initial proposal on the use of NTS for CSPTP has
been submitted

(with NTS

based
Security) work done (Hackathon project @ IETF)

* https://wiki.ietf.org/en/meeting/123/hackathon

Preliminary ”proof of concept” implementation



https://wiki.ietf.org/en/meeting/123/hackathon
https://wiki.ietf.org/en/meeting/123/hackathon

Any questions?
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karen.odonoghue@Meinberg-usa.com
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