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Hardware-backed Secret Keys

* Smartcard
* TPM

* Secure Enclave

* GNUK, Yubikey,
Nitrokey, etc
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| think smartcards typically cause more problems

than they solve

Why Bother?

But people seem to want them

Interoperable guidance reduces papercuts

Wireformat changes are minimal
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Reuses 52K Usage Octet

S2K Usage Octet/'Shorthand |Encryption Encryption Gen?
Params
0 Unprotected |- Cleartext secrets Yes
Sym Cipher |D LegacyCFB |V CFB(MD5(passphrase), secrets || check(secrets)) NO
252 (?) External (optional) External |No data Yes
Locator Hint
arams-length (v6-only), cipher-algo, | AEAD(HKDF(S2K (passphrase), info), secrets,
253 AEAD PAE',AD—n‘lodg:e, éZK—spggifiePr)-lengt}% packetlgreﬁx) (S2K(passp : : t YeS
(v6-only), S2K-specifier, nonce
arams-length (v6-only), cipher-algo, | CFB(S2K(passphrase), secrets || SHA1(secrets
254 CFB gZK-specifig;r—l(ength (3\]7)6—015)137), SZgK— ( (passp : ol ( ) Yes
specifier, IV
255 M al I eab|6CFB cipher-algo, S2K-specifier, [V CFB(S2K(passphrase), secrets || check(secrets)) N 0
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Best Effort

* Implementations have different capabilities

* A key could be in two places (smartcard and TPM)
* Find by pubkey material
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Optional

External Locator Hint

Nothing currently specified
Best effort fallback anyway

New External Locator Hint registry for first octet

ID Shorthand Description Reference
0-191 Unassigned
248-255 Experimental or

Private Use
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Weird Side Effect

* Symmetric Algorithms registry aliases S2K Usage
Octet registry

— So we burn one more Sym. Algo codepoint
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Prior Work

* GnuPG uses private/experimental S2K-Specifier codepoint
101 followed by the string "GNU\x02" and a length-

prefixed smartcard serial number

— Unstandardizable due to experimental codepoint
— Uses S2K Usage Octet 253, 254, or 255 without distinction

* Since 2019, serial number is treated as hint only

— See discussion at https://dev.gnupg.org/T3416 and “Storing key on
multiple smartcards” thread on gnupg-devel in April/May 2019
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https://dev.gnupg.org/T3416

Testing

* No changes needed to SOP

* Most implementations handle OK as an
unknown/undecryptable secret key.

* Some brittleness found, e.g.:
— https://github.com/ProtonMail/go-crypto/issues/250
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https://github.com/ProtonMail/go-crypto/issues/250

WG Adoption?

* |s the working group interested?

* Do we have implementers?
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