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Let’s talk about ads.
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Subscriptions

Pay a periodic fee in order to 
access content without 

advertisements
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Subscriptions

Pay a periodic fee in order to 
access content without 

advertisements

Web Monetization

Micropayments for on-demand 
content access
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Subscriptions Web Monetization

Pay money OR see ads
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Pay money or “consent” to use of personal data
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Privacy
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Yes: Pay for ad-free experience

No: Pay for privacy
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People have a right to privacy on the internet, 
whether or not they can pay. 

Advertising must be private.
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Spoilers:
1) Advertising is inherently leaky. There is no ‘perfect’ 

solution for private advertising.
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Spoilers:
1) Advertising is inherently leaky. There is no ‘perfect’ 

solution for private advertising.
2) Normative privacy ≠ information leakage. Whether 

leakage is ‘acceptable’ depends on context.
3) Privacy in advertising is about groups as much as 

individuals. 
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⚠
This talk is about the fundamental leakage inherent to 

advertising. 

Not about the (way more than necessary) leakage in 
the current advertising ecosystem.

It’s intended to guide future work and help avoid pitfalls.
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Privacy for Advertising
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Privacy as leakage:
Some party learns new information about another party 

as a result of their participation in the protocol.
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Privacy as leakage:
Advertisers learn new information about users as a 

result of their participation in the protocol.
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Perfect, Ideal, Zero-Leakage Advertising
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targeting

Differentially private 
metrics
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A Giant MPC
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Perfect, Ideal, Zero-Leakage Advertising
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What new information can advertisers learn about 
users from metrics data on the advertiser’s own 

campaigns?
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ads: Audience: 
“pasta 

enthusiasts”⓿

 ⓿ The advertiser registers a campaign 
with the ad network. The campaign has 
both creatives (ads) and the audience 
(what kind of user to show them to) 33
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➌ Advertisers participate in a 
real-time auction and bid for the 
user and ad slot. ➍ The 
winning ad is delivered to the 
user.
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➎

 ➎ “conversions” aren’t just clicks. 
Maybe this pasta ad was so good that 
the user later goes and buys macaroni 
on a grocery delivery site. 35
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➎

➏

 ➏ this purchase is “attributed” to the 
ad that was responsible. This can be 
“last touch” or the most recent 
(relevant) ad seen prior to the purchase 36
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input output
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Perfect, Ideal, Zero-Leakage Advertising
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 data

Information about users is embedded into metrics via targeting and engagement.
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 data

More conversions on the kid-focused ad implies that pasta enthusiasts are 
typically parents.



This is not “no information” 

The advertiser was able to learn something new 
about their audience – their parental status.
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Can we address this leakage?
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Not perfectly.
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Utility for Advertising Functionalities
(for any ad ecosystem – private or otherwise)
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relevance(        ,                      )

relevance(        ,           )

Targeting Utility: Relevance
 Targeting is useful if, for some internally consistent definition of “relevant”, it has 
a higher probability of outputting the ad that is more relevant to the user
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Targeting Utility: Relevance

48

targeting

Audience

“pasta enthusiasts”

Useful. People 
with children are 
more likely to 
see the ad for 
parents.

Not Useful. 
Targeting 
preferentially 
delivered the 
“non-parent” ad 
despite the 
audience having 
more parents.



Targeting Utility Preserves Audience Distribution
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targeting

“pasta enthusiasts”



Engagement Boosts Targeting Utility

50

People are more likely to engage with ads that are relevant to them

engagement



Engagement Boosts Targeting Utility

51

People are more likely to engage with ads that are relevant to them

engagement



Metrics Utility: Accuracy
The advertiser draws the same conclusion from some statistical test – like an A/B 

test – on the metrics output as on the raw data
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…
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 data

While this information can be removed for individual users*, removing it for the 
audience renders the metrics data useless.

Information about users is embedded into metrics via targeting and engagement.



Any useful ad ecosystem will have this kind of leakage. 

Or, conversely, if you successfully privatize an ad 
ecosystem and eliminate this leakage… it also 

doesn’t function.
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Detour: Differentially Private Ad Metrics
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Permits learning information about populations, but not individuals.

➔ The output should be the same whether or not your data was included
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Differential Privacy Intuition [Dwork 06]



57

Standard example: Doctors conduct a study 
that reveals a correlation between smoking 
and cancer. 

Noise: how much can Alice’s data 
impact the result?

Permits learning information about populations, but not individuals.

➔ The output should be the same whether or not your data was included

Differential Privacy Intuition



Holds when you have a representative sample whose membership is unknown.

Consider instead a non-representative sample with known membership: workplace 
satisfaction surveys!

Differential Privacy Intuition
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Consider instead a non-representative sample with known membership: workplace 
satisfaction surveys!

Please respond honestly. We value your feedback and all responses will be 
anonymous and differentially private. :)

Differential Privacy Intuition

Company results: Your team: 🖓



Your team was non-representative. While your individual participation did not impact 
the results, the participation of your team as a group allowed collective statistics:

The company’s expectation about your individual happiness has changed as a 
result of this survey. 

Differential Privacy Intuition

Company results: Your team: 🖓



Advertising audiences are not representative of the 
general population and can be composed of people 

whose identity is known to the advertiser.
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Differential privacy is agnostic to the audience composition. 
It’s a, likely necessary, component of privatizing advertising, 

but is insufficient on its own.
There is interplay between privacy for ad targeting and privacy 
for ad metrics that has been addressed in ad network policies, 

but not with any technical enforcement or 
auditability/accountability.
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The Case for Normative Privacy
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or, some leakage is fine actually.
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Enter contextual 
integrity

Contextual integrity is a framework for reasoning about whether learning is 
appropriate for the context

For example, conducting a study on the relationship between smoking and cancer 
is perfectly appropriate in a medical setting, but not in advertising.

How people feel about ad targeting hinges on what kind of information is revealed 
about them.
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Contextual Integrity [Nissenbaum 04]

Information about ad 
audiences is transmitted 
from the ad network to the 
advertiser via the ads 
ecosystem.
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Subaru is struggling to sell cars in the 
US. They already know that their cars 
are a favorite of outdoorsy types and 
decide to do some market research to 
focus in on people most likely to buy.

Audience: outdoorsy types

Content: cars & nature

Focus feature: 

Case 1: 90’s Subaru
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Subaru is struggling to sell cars in the 
US. They already know that their cars 
are a favorite of outdoorsy types and 
decide to do some market research to 
focus in on people most likely to buy.

Audience: outdoorsy types

Content: cars & nature

Focus feature: sexuality

Case 1: 90’s Subaru
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A smoothie shop wants to focus their ad 
spend. They show a variety of ads for 
different gym activities and learn via 
metrics that most of their customers are 
coming from gymnastics. 

Audience: gym-going smoothie lovers

Content: smoothies & exercise

Focus feature: gym class

Case 2: Post-workout Snacking



72

Hims is an online retailer for prescription 
medication focusing on… personal 
hardship. They’re known for their 
effective marketing strategies and hire 
people with expertise in A/B testing.

Case 3: Hims
Audience: people with stigmatized 
medical issues

Content: health & self image

Focus feature: mental state
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Hims is an online retailer for prescription 
medication focusing on… personal 
hardship. They’re known for their 
effective marketing strategies and hire 
people with expertise in A/B testing.

Case 3: Hims
Audience: people with stigmatized 
medical issues

Content: health & self image

Focus feature: aesthetic



Information leakage from market research is 
problematic when that information is sensitive. 

This can be the case when the ads feature sensitive 
content or are targeted to a sensitive audience. 
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Future Directions: 
Enforcing Normative Privacy
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Alternative Privacy Definitions: Attribute Privacy [ZOC21]
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useful
ads ecosystem

“pasta enthusiasts”

Is learning parental status appropriate in the context of this specific ad campaign?



Alternative Privacy Definitions: Attribute Privacy
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selectively useful
ads ecosystem

“pasta enthusiasts”

Noise in attribute privacy is relative to how much the distribution of the sensitive 
attribute impacts the output.
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Alternative Privacy Definitions: Attribute Privacy
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“pasta enthusiasts”

Noise in attribute privacy is relative to how much the distribution of the sensitive 
attribute impacts the output.

selectively useful
ads ecosystem



Alternative Privacy Definitions: Attribute Privacy
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“pasta enthusiasts”

Noise is added to make the output independent of the distribution of the sensitive 
attribute. If there is a dependence, this is a lot and the output will no longer be useful.

selectively useful
ads ecosystem



Alternative Privacy Definitions: Attribute Privacy

81

“gym-going smoothie 
lovers”

selectively useful
ads ecosystem

However, if the output does not depend on a sensitive attribute, no noise is required.



Alternative Privacy Definitions: Attribute Privacy
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“gym-going smoothie 
lovers”

However, if the output does not depend on a sensitive attribute, no noise is required.

selectively useful
ads ecosystem



Future work in private advertising should emphasize 
transparently enforcing normative privacy
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Where are we now?
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85
https://dataeq.com/resources/news/the-cookie-apocalypse-end-of-third-party-cookies
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AdvertisersPrivacy 
Advocates

Hating 
Privacy Sandbox
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Privacy Advocates
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Advertisers
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Source: ChatGPT / Kay Jebelli
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91
https://dataeq.com/resources/news/the-cookie-apocalypse-end-of-third-party-cookies
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Was privacy sandbox our perfect, ideal, 
zero-leakage advertising protocol? No.
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Was it better than third-party cookies? Yes.



In the long term we want privacy regulations 
restricting the use of personal data in advertising, 

but in the short term we have competition law putting 
third-party tracking cookies back in Chrome. 
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Nuanced takes on privacy are required in this space 
and we need more people working on it. 

95



1) Consider the impact audience targeting has on 
metrics.

2) Refocus on normative privacy. DP is a tool, not a 
panacea.

3) The alternative to private advertising isn’t no 
advertising, it’s no privacy. 
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Appendix
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Subscriptions
Web 

Monetization
“pay or okay”
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Privacy Advocates:
“Privacy sandbox is 
collecting too much data!” 
(and we hate it)

Advertisers:
“Privacy sandbox isn’t 
collecting enough data!” 
(and we hate it)
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Bonus: research studies conducted using ad metrics


