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Evidence from OONI on how ECH strengthens end-to-end resilience 
Extended Play (EP)



Why? plaintext :(



ClientHelloOuter

ClientHelloInner

ClientHello

Encryption!
Yay! 😄

outer_sni: dummy.com

How?

inner_sni: real.com

ECHConfig
● HPKE crypto
● public_name
● Distributed out of band (in 

practice DoT/DoH)



Privacy likes company



Cloudflare is the 
main (only?) real 

world deployment 
of ECH



OONI ECHCheck test

Internet website

OONI Probe

We can now measure where ECH works, fails, or is deliberately blocked



GREASE + cloudflare.com

Evidence of 
Adversarial 
Interference

GREASE

NONE

REAL



Users disable ECH



outer_sni blocks



Open Data & Research is GREAT!





Don’t take our word for it!

Play with our data :)

https://ooni.org



Open Data & Research is GREAT!



The Internet is a complex, 
interdependent ecosystem, actions in 

one part can have unpredictable ripple 
effects elsewhere.



Second-order effects remind us that 
attempts to control the Internet often 

deepen our understanding of its 
emergent, unpredictable nature.




