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ECH Deployment

Evidence from OONI on how ECH strengthens end-to-end resilience
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uint16 ProtocolVersion;
opaque Random[32];

uint8 CipherSuite[2]; /* Cryptographic suite

struct {
ProtocolVersion legacy_version = 0x0303;
Random random;
opaque legacy_session_id<0..32>;
CipherSuite cipher_suites<2..2A16-2>;
opaque legacy_compression_methods<1..2A8-1>,
Extension extensions<8..2A16-1>;

} ClientHello;

plaintext :( .

Server Name Indication

TLS does not provide a mechanism for a client to tell a server the
name of the server it is contacting. It may be desirable for clients
to provide this information to facilitate secure connections to
servers that host multiple 'virtual' servers at a single underlying
network address.

In order to provide any of the server names, clients MAY include an
extension of type "server_name" in the (extended) client hello. The
"extension_data" field of this extension SHALL contain
"ServerNamelList" where:

struct {
NameType name_type;
select (name_type) {
case host_name: HostName;
} name;
} ServerName;

enum {
host_name (@), (255)
} NameType;

opaque HostName<1..2/A16-1>;

struct {
ServerName server_name_list<1..2A16-1>
} ServerNamelist;
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5. It SHOULD place the value of ECHConfig.contents.public_name in
the "server_name" extension. Clients that do not follow this
step, or place a different value in the "server_name" extension,
risk breaking the retry mechanism described in Section 6.1.6 or
failing to interoperate with servers that require this step to be
done; see Section 7.1.




Privacy likes company

Rescorla, et al. Expires 16 December 2025 [Page 6]
Internet-Draft TLS Encrypted Client Hello June 2025

The primary goal of ECH is to ensure that connections to servers in
the same anonymity set are indistinguishable from one another.
Moreover, it should achieve this goal without affecting any existing
security properties of TLS 1.3. See Section 10.1 for more details
about the ECH security and privacy goals.
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Cloudflare is the
main (only?) real
world deployment
of ECH



OONI Probe

We can now measure where ECH works, fails, or is deliberately blocked
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For Billing, Account or Registrar issues, please see these details. For additional information visit the Support Portal.

a Access Issues in Russia - Unable to Disable ECH in Free Plan

| Application Security & SSL/TLS M ssl

(H Users disable ECH

What is the name of the domain?

prdxso.tech

What is the issue you’re encountering

issue with Encrypted Client Hello (ECH) on Cloudflare that's affecting access for users in Russia.
Recently, Roskomnadzor started blocking ECH connections, which has made my website
inaccessible for users with Russian IP addresses. Cloudflare support suggested that | disable
ECH by going to SSL > Edge Certificates in the dashboard, but | cannot find the option to disable
it. It seems like this setting may not be available on my current plan, but the documentation
doesn’t specify which plans support this feature

Nov 2024

What steps have you taken to resolve the issue?
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Open Data & Research is GREAT!
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Wikipedia Is Finally Encrypting the World’s

Knowledge

By Lorenzo Franceschi-Bicchierai June 12,2015, 11:15am

Web Connectivity Test, fa.wikipedia.org
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Don't take our word for it!

Play with our data )

@ OONI1 https://ooni.OFr g



Open Data & Research is GREAT!

_a

600 h%m T“E md@

0

—— T T
Feb02 Feb16 Mar02 Mar16 Mar30 Apr13 Apr27 May1l May25 Jun08 Jun22 Jul06 Jul20 Aug03 Aug17 Aug31 Sep14 Sep28 Oct12 Oct26
ts

Percentage of measurements showing ECN Blocking per day

o ~ [

o (=] o

L s L
&

g

Welcome to the IMC Hackathon 2025! «.

Below are few instructions that we encourage you to read in order to make everybodies time be:
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You did amazing. | have included a picture of your work in my IETF presentation. Hope that is OK




The Internet is a complex,
interdependent ecosystem, actions in
one part can have unpredictable ripple
effects elsewhere.




Second-order effects remind us that
attempts to control the Internet often
deepen our understanding of its
emergent, unpredictable nature.




Let's make
a better Internet

for humans ;)
(not Al bots :D)




