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Why it matters

The problem:
 Client IP Leakage despite ECH

Why it matters:
Centralization, user profiling, privacy 
imbalance

Real-world context:
CDNs, relays, operators, regulators
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Background 

To provide destination privacy – 
protecting users against network-
level tracking and censorship by 
encrypting TLS handshake metadata
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ECH is «One More» step toward E2E encryption, not the final one



Motivation – ECH Privacy Gaps

Client Facing Server (CFS) 
acts like an 
“ISP of content providers”: 

• Handles ECH for large 
domain sets

• Sees both client IP 
and destination 
domain, enabling 
correlation + profiling4



Jurisdictional mismatch:

CDNs centralized
users worldwide

risks:

• Local law compliance
• Foreign surveillance 

exposure

Motivation – ECH Centralization Gaps
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Internet moves from 
decentralized to few control 
points



The Pinapple Pizza Scenario - 1
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DON GENNARO, THE FAMOUS PIZZAIOLO AND 
FINANCIAL GENIUS

Culinary Expertise

Don Gennaro is famed for his pizza-making skills, 

representing Italian culinary tradition and cultural 

identity.

Financial Acumen

He is also recognized for his sharp financial skills, 

blending culinary fame with speculative finance mastery.



The Pinapple Pizza Scenario - 2
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Control Through Financial Speculation

Seizing control of a major CDN

Implementation of Encrypted Client Hello

Deploying ECH to improve privacy

Repurposing Privacy for Surveillance

Using a privacy technology for 

mass surveillance and user profiling.



The Pinapple Pizza Scenario - 3
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DIVIDING THE WORLD POPULATION BY PINEAPPLE 
PIZZA LOVERS AND DETRACTORS
Global Profiling Campaign

A global campaign categorizes internet 

users based on pineapple pizza 

preference

Societal Division by Preference

The world is divided into two groups, 

lovers and detractors of pineapple pizza



The Pinapple Pizza Scenario - 4
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BORDER CONTROL AND ARRESTS

Restriction to enter Italy

A policy denies border entry to 

pineapple pizza lovers

Arrests for personal taste

The few Italian citizens Pinapple pizza 

lovers are arrested



The Pinapple Pizza Scenario - 5
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DISCLAIMER:
THIS SCENARIO IS PURELY FICTIONAL AND 
CREATED FOR ILLUSTRATIVE PURPOSES ONLY.

NO HARM HAS BEEN DONE TO PINEAPPLE 
PIZZA LOVERS, WHO ENJOY (ALMOST) THE 
SAME RESPECT AS ANY OTHER PERSON.



Community Feedback and Next Steps in the Process - IETF
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SecDispatch

Chairs decided the topic is in scope 
Creating a dedicated mailing list 

DINRG

Research on privacy and centralization. 
Chairs invited to continue analysis



Customer-Facing Relay (CFR) : Decoupling Identity from Destination

Decoupling Who from Where

• Lightweight relay near the user (e.g. ISP/access edge)

• Hides source IP while preserving ECH encryption

• No new proxies or extra hops → not adding delay

• Must be economically sustainable for deployers

• No New Trust Anchor, minimal protocol changes
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Let’s Build This Together

Next step: dedicated mailing list for CFR discussion

Goal: refine architecture → draft -01 in early 2026

Looking for: co-authors, reviewers, feedbacks

Focus: privacy model, deployment realism

Join: contribute via mailing list or contact me
Gianpaolo-angelo.scalone@vodafone.com
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