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Updates

● Published draft-schlesinger-privacypass-act
● Partial progress in porting draft-schlesinger-cfrg-act to use Sigma Protocol + 

Fiat-Shamir drafts
● Chrome and Firefox are exploring how technology like this could be used on 

the web
● Cloudflare and Google are exploring deployment to rate limit AI agents

https://datatracker.ietf.org/doc/draft-schlesinger-privacypass-act/
https://datatracker.ietf.org/doc/draft-schlesinger-cfrg-act/


Motivation

Why not ARC, VOPRF, or Blind RSA?

Boils down to three properties:

● Concurrency control: can only be used by one request simultaneously
● Dynamic revocation: can be revoked by the issuer by refusing to refund the 

token
● Per-Session Rate Limiting: distinct rate limits to different users (or bots) 

without impacting privacy











Note: request_context should be set in the IssueRequest, not here, for privacy 
reasons the client needs to know request_context anyways. Pleasantly, this 
removes the need for a new field in the credential.







Next Steps

● Porting the remaining bespoke Sigma Protocols and Fiat-Shamir 
implementation to the emerging CFRG standards

● Adding request context, needed for compatibility with the Privacy Pass 
integration

● Other issues in draft-act/issues

https://github.com/SamuelSchlesinger/draft-act/issues


Questions


