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Privacy Pass Architecture - RFC 9576
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RFC 9576 - Limitations

1. Issuance communication: Number of 
redemption is proportional to the 
number of issuance

2. Late-binding: When the number of 
presentation is unknown, setting an 
upper limit can be inefficient and 
bound to the maximum user usage

3. Revocation: Once given, access 
cannot be revoked
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Reverse Flow
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The draft takes the same architecture, and deploys it twice

draft-meunier-privacypass-reverse-flow-02

https://datatracker.ietf.org/doc/draft-meunier-privacypass-reverse-flow/


New token types
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ARC
1. Great for parallel use
2. Sublinear communication, enables per-origin redemption (late-origin binding)
3. Cannot be revoked

ACT
1. Built-in revocation (refuse to re-issue)
2. Stateful policy (e.g. taxing suspicious requests)
3. Sequential redemption



For Anonymous Credentials - Joint deployment mode
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draft-meunier-privacypass-reverse-flow-02

https://datatracker.ietf.org/doc/draft-meunier-privacypass-reverse-flow/


ARC + ACT for Stateful, Per-Origin Revocation

Enable smarter revocation based on behavior patterns over time.

Issuance

1. Client is issued an ARC with a presentation limit of N=1.
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ARC + ACT for Stateful, Per-Origin Revocation

Enable smarter revocation based on behavior patterns over time.

Issuance

1. Client is issued an ARC with a presentation limit of N=1.

First Presentation (Per Origin)

1. Client presents its N=1 ARC.
2. Server validates and issues an ACT credential with an initial state (e.g., credits = 100).
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ARC + ACT for Stateful, Per-Origin Revocation

Enable smarter revocation based on behavior patterns over time.

Issuance

1. Client is issued an ARC with a presentation limit of N=1.

First Presentation (Per Origin)

1. Client presents its N=1 ARC.
2. Server validates and issues an ACT credential with an initial state (e.g., credits = 100).

Subsequent Presentations (Per Origin)

1. Client presents its ACT credential.
2. The origin has two choices: 

a. Revoke (don’t reissue)
b. Update (issue with a new state)
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ARC+ACT combiner

10



Use Cases
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1. WAF rate limit for websites
2. Media-over-QUIC stream budget
3. Antifraud
4. Rate limiting agents behind agentic origins



Discussion
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Backup

13



Early measurements - BlindRSA, VOPRF
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Early measurements - ARC/ACT
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