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CoSERV Recap
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CoSERV is Adopted!
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draft-ietf-rats-coserv replaces draft-howard-rats-coserv

Thank you for your support, engagement, reviews, 

feedback and debate during the 3-week adoption 
call – many issues have been collected
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I-D Updates and Roadmap

 New co-authors

 Giri Mandyam (AMD)

 Ding Ma (Alibaba Cloud)

 HTTP API bindings defined

 New section §6 added

 Transactional request-response protocol with 
HTTP GET for executing CoSERV queries

 Query is part of the URL path as base64-
encoded CBOR

 Favors standard HTTP caching behavior as per 
STD98

 Service discovery protocol using well-known 
URI as per RFC8615

 CDDL definition for discovery document 
(encoded as either JSON or CBOR)

 Supply Chain Threat Model

 Clearer definition of trust links between supply 
chain producers and consumers

 Particular focus on security and privacy 
considerations for aggregators

 Incorporating Feedback

 Many review comments and discussion points 
have been captured as GitHub issues for 
incorporation into the draft

 End-to-end PoC implementation may result in 
adjustments to the spec

Updates Future Work
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https://www.ietf.org/archive/id/draft-ietf-rats-coserv-02.html#section-6
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Running Code Updates (Veraison)
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coserv-rs

rust-apiclient

corim/coserv

EXTERNAL CLOUD SERVICES
(NVIDIA RIM SERVICE)

(AMD KDS)

services

VERAISON

STORE PLUG-INS
PROXY PLUG-INS

(EXPERIMENTAL)

CoSERV API FRONT-END

GET /.well-known/coserv-configuration

GET /endorsement-distribution/v1/coserv/<base64-encoded-query>

VERAISON INTERNAL 

DATABASE

Server Side

Common

Client Side

NEW 
REPO

Mainline support for 

CoSERV data model

Mainline support for CoSERV 

discovery document

Data model support in 

progress

Mainline support for CoSERV 

discovery document

Query-response API 

support in progress

rust-ccatoken

End-to-end endorsement/RV retrieval PoC 

in progress

Feature branch support for CoSERV API 

front-end, discovery document, store 

integration and proxy plug-ins
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Resources

 CoSERV presentation at IETF RATS Interim Meeting 2025-05-02

 CoSERV presentation at CCC Attestation SIG Meeting 2025-05-17

 Detailed slides

 CoSERV IETF draft

 GitHub repo for draft

 IETF-123 hackathon project

 Veraison CoSERV development branch
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