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Note Well

By participating in the IETF you agree to follow IETF processes and policies. This Note Well is a reminder of some of
those policies. For a linked version of this text, please visit www.ietf.org/note-well or use the QR code below

e |ETF participants are expected to behave in a professional manner and extend respect and
courtesy to their colleagues at all times (see RFC 7154: IETF Guidelines for Conduct and IETF
Anti-Harassment Policy). If you have any concerns about behavior, please contact the
Ombudsteam who have a duty of confidentiality and extensive powers to act, as set out in RFC
7776: IETF Anti-Harassment Procedures.

e If you are aware that any IETF contribution (as defined in RFC 5378: Rights Contributors
Provide to the IETF Trust) is covered by patents or patent applications that are owned or
controlled by you, your employer or your sponsor, you must disclose that fact,
or not participate in the discussion (see RFC 8179: Intellectual Property Rights in IETF
Technology).

e For detailed process information consult RFC 2026: Internet Standards Process and
RFC 2418: IETF Working Group Guidelines and Procedures and updates to those.

e The IETF routinely makes public written, audio, video, and photographic records
of IETF activities, including your personal information as set out in the IETF Privacy Statement.

For advice, please talk to Working Group chairs or Area Directors. l ETF




This session is being recorded

IETF 124 Meeting Tips

In-person participants
e Make sure to sign into the session via Datatracker or the QR Code in this session.
e Use Meetecho (usually the "“Meetecho lite") client to: E—r—m—
o join the mic queue 5] [ Onsite tool 3
o participate in shows of hands SEER=
e Keep audio and video off if not using the onsite version.
e Do not use personal hotspot / mifi devices - it interferes with IETF wifi

Remote participants

e Make sure your audio and video are off unless you are chairing or presenting
during a session.
e Use of a headset is strongly recommended. 3



Resources for IETF 124 Montreal

e Agenda
https://datatracker.ietf.org/meeting/agenda

e Meetecho and other information:
https://www.ietf.org/how/meetings/preparation

e If you need technical assistance, see the Reporting Issues page:
http://www.ietf.org/how/meetings/issues/



https://datatracker.ietf.org/meeting/agenda
https://www.ietf.org/how/meetings/preparation
http://www.ietf.org/how/meetings/issues/

Welcome, Administrivia, and Agenda Bashing (5 mins)
WG and AD Reports (15 mins, chairs/ADs)

Open Mic (remaining time)

1 ETF




WG Changes since IETF 123

BOFs PLANTS
Chartering (charter is at IESG)

New Working Groups SEAT
Closed Working Groups

Rechartered Working Groups COSE

In Rechartering (charter at WG or IESG)

6 1 ETF




WG Chair changes since IETF 122

WG

SEAT

Departures

Additions

Yaroslav Rosomakho
Nancy Cam-Winget

1 ETF



https://datatracker.ietf.org/person/yaroslavros@gmail.com

Helping Out

e If you are interested in becoming a WG chair, let your ADs know.

® Become a Document Shepherd. Learn about IETF processes while
helping advancing documents! Ask your AD if shepherding is right for
you!

® Errata processing - help your WG resolve reported erratas. We also
have errata in closed WGs that no one is looking at.

e Attend BoFs (virtually or in person)

e \olunteer right now for being minute taker for this meeting :)

1 ETF




Working Group Summaries

Send highlights and summaries to saag@ietf.org

ACE
ACME
COSE
DANCE
DULT
EMU
HPKE
IPSECME
JOSE
KEYTRANS
KITTEN

LAKE
LAMPS

MLS

OAUTH

OHAI [*]
OPENPGP
PPM

PQUIP
PRIVACYPASS
RADEXT
RATS

SCIM
SCITT
SEAT
SecDispatch
SPICE
SSHM

SUIT

TEEP

TLS

UTA

1 ETF




Related Non-SEC Area Activities

Security Topics in Related WGs

ADD
ANIMA
DIEM
DISPATCH
DMARC
DRIP
HTTPBIS
MIMI
NETCONF
NTP

QuUIC
SATP
SIDROPS
STIR
WEBBOTAUTH
WIMSE

Security related IRTF work

CFRG
HRPC
PEARG
SPACE
UFMRG

External related

ICANN

W3C

IEEE

ITU

3GPP

CA/B Forum

PKI Consortium

NIST Lightweight Crypto
NIST PQC

IAB Programs

(agews) Age Based
Restrictions (past)
(ipgeows) IP-Geolocation
(Dec)

1 ETF



http://datatracker.ietf.org/group

Past and Present Security Area Directors on site at IETF 124




New non-WG Mailing Lists since IETF 123

List Name Purpose

PLANTS PKI, Logs, And Tree Signatures

12 1 ETF




AD sponsored drafts

Draft Sponsoring
AD

Push-Based Delivery For Multiple Security Deb
Event Token (SET) Using HTTP
draft-deshpande-secevent-http-multi-set-p

ush

PEM file format for ECH Paul
draft-farrell-tls-pemesni

Updates to SFrame Cipher Suites Registry Orie
draft-barnes-sframe-iana-256-00

Status

work in progress - comments
welcome!

AD review

AD followup

1 ETF




Security related DISPATCH outcomes of IETF 124

Draft

The Longfellow Zero-knowledge Scheme
draft-google-cfrg-libzk

Post-Quantum Guidance for IETF protocols.
draft-farrell-tls-pqg

A Standard for Claiming Transparency and Falsifiability
draft-laurie-tmif

CFR - Customer Facing Relay -
draft-scalone-cfr-source-privacy

Tesla update

Outcome

Discussion/Interim BoF

No dispatch (discuss on saag)

RATS WG

mailing list

AD sponsor, mailing list R




Datatracker WG page statistics

& C O 8 == datatracker.ietf.org/grouy

e . |= Datatracker Groups ¥ Documents ¥ Meetings ¥ Other ¥ paul ¥

Security Area (sec)

About History Photos Email expansions

Edit group

Area Name =18 Security Area
Acronym sec
State @ Active
Additional resources IZsn@l |ssue tracker, Security Area Web Page
Wiki
Group statistics
Personnel Area Directors %@l Deb Cooley, Paul Wouters

Group description XY

The Security Area is the home for working groups focused on security protocols. They provide one or Il ETEF




SEC workload:

298 documents (was 4+38), 9889 pages (was 6641)

Documents in SEC Pages in SEC




Errata processing

Total Open Since last meeting

SEC Errata

(non-editorial)

Closed Reported

IETF 124 195 31 8
IETF 123 218 21 34
IETF 122 205 n/a n/a
IETF 121 250 23 18
IETF 120 257 50 27
IETF 119 279 33 17
IETF 118 295 16 15
IETF 117 298 0 8 R

17 1 ETF




Security Area Pointers

® Security Area
O

® Common SEC AD DISCUSS items

©)

e Where is my document that is with AD?
O

@)

® Whatis on the next IESG telechat?

@)

1 ETF



https://wiki.ietf.org/en/group/sec
https://wiki.ietf.org/group/sec/typicalSECareaissues
https://datatracker.ietf.org/doc/ad/deb.cooley
https://datatracker.ietf.org/doc/ad/paul.wouters
https://datatracker.ietf.org/iesg/agenda/documents/

Thanks to all SECDIR reviews !

® The Security Directorate attempts to (security) review all drafts
e Thanks to Tero Kivinen for managing the SECDIR Directorate
O
® SecDir meets on Tuesday of each IETF during lunch time
o Free Lunch provided!
e Membership is SEC area Working Group chairs and willing alumni
e Statistics slides are in the SAAG meeting materials

1 ETF



https://datatracker.ietf.org/group/secdir/about/

Any Other Business / Open MIC




