
SCIM RoleAssignment:
Modeling Scoped Role Bindings

Problem: SCIM can manage users and groups, but it can’t describe who has 
what role inside which project, tenant, or application.

Proposal: Define a new SCIM resource RoleAssignment to represent scoped 
role bindings in a standardized, scalable way.

Internet-Draft: draft-poreddy-scim-role-assignment-01
datatracker.ietf.org/doc/html/draft-poreddy-scim-role-assignment-01
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🔍 Where SCIM Stops Today

● User.roles and User.entitlements are global
● No link between role and resource context  
● Workarounds break at scale

2
draft-poreddy-scim-role-assignment-01 | IETF SCIM Discussion | March 2025



🧩 The Proposal — RoleAssignment Resource

● New resource: RoleAssignment
● Captures: who + what role + where
● Enables discoverable, scoped role bindings
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📚 Prior Work

● Complements Roles & Entitlements Extension draft (Zöllner et al.)
● That draft defines catalog resources (/Roles, /Entitlements)
● RoleAssignment defines bindings — who has which role in which context
● Together: Discovery → Definition → Assignment
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🎯 Design Decisions
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● Standalone resource (not User extension)
○ Enables independent lifecycle and audit trails

● Immutable core binding (subject, scope, role)
○ Prevents assignment drift, maintains audit integrity

● Status is computed server-side
○ Ensures consistent interpretation across implementations

● Priority resolves conflicts
○ Highest priority wins when multiple assignments exist



💬 Discussion & Next Steps

● Draft: draft-poreddy-scim-role-assignment-01
● Defines Subject – Scope – Role relationship for governance
● Complements Roles & Entitlements catalog for interoperability
● Open questions:

○ Schema clarity and SCIM 2.0 alignment
○ Lifecycle fields (validity, status, priority) — sufficient?
○ Performance and scalability at large deployments

● Next: Seeking WG feedback for potential adoption
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Thank You
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