SCIM Roles and

Entitlements Extension
Unmesh Vartak, Okta



Agenda

Changes from earlier draft

Limitations of the User Schema.

Proposed Schema changes for Roles and Entitlements
Changes to /ServiceProviderConfig

The New SCIM Workflow

Conclusion



Changes from earlier draft

e ServiceProviderConfig extension
o RolesAndEntitlements - updated new sub-attributes to be OPTIONAL instead of REQUIRED

e Role and Entitlement Resource schema

o Included id attribute as OPTIONAL. Several service providers already support role and
entitlement unique identifiers.

o NeW URNS: urn:ietf:params:scim:schemas:core:2.0:Role and urn:ietf:params:scim:schemas:core:2.0:Entitlement

e Role and Entitlement sample responses and sample user response.



Limitations of the User Schema.

e SCIM Core (RFC 7643) only allows Clients (IdPs) to setthe roles and
entitlements attributes on a User resource.

e The Client has no standard mechanism to discover the valid, current values
for these attributes.

o Example: Client tries to assign Role: {"value": "Global Admin"}.If
the SP requires Role: {"value": "SYS_GBL_ADM" }, the request fails
with a vague 460 Bad Request.

e Discovery challenges. Provisioning is non-interoperable



Proposed Solution

e The draft proposes treating Roles and Entitlements as discoverable,
full-lifecycle SCIM Resources, accessible via new top-level endpoints (e.g.,
/Roles, /Entitlements).



The Role Resource

urn:ietf:params:scim:schemas:extension:enterprise:2.0:Role

Attribute
id
value
display
limitedAssignmentsPermitted,

totalAssignmentsPermitted,
totalAssignmentsUsed

containedBy, contains

Type
String
String
String

Boolean, Integer

Multi-valued

Description (Impact)
Unique identifier for the Role
Value of the Role.

Display name for the Role

Attributes for licensing counts.

Support hierarchies for role values



The Entitlement Resource

® urn:ietf:params:scim:schemas:extension:enterprise:2.0:Entitlement

Attribute

value
display
limitedAssignmentsPermitted,

totalAssignmentsPermitted,
totalAssignmentsUsed

containedBy, contains

Type

String

String

String

Boolean, Integer

Multi-valued

Description (Impact)

Unique identifier for the Entitlement

Value of the Entitlement.

Display name for the Entitlement

Attributes for licensing counts.

Support hierarchies for role values



Changes to ServiceProviderConfig

e RolesAndEntitlements attribute

Role and Entitlement extension configuration options.
Configure support for new Roles and Entitlements endpoints
Support for primary attribute

Support for role and entitlement types

o O O O



The New SCIM Workflow

e The SCIM Client queries /ServiceProviderConfig to identify the /Roles and/or
/Entitlements endpoint.
e The Client queries the endpoint and receives a paginated list of all valid Role

and/or Entitlements resources
o Endpoint: GET /Roles GET /Entitlements

e Assignment: The SCIM Client provisions the User by updating Role id or

displayName in the User's roles attribute.
o Endpoint: PATCH /Users/{id} (or POST/PUT)



Conclusion

Your feedback is welcome to

Link to the draft; https://datatracker.ietf.org/doc/draft-ietf-scim-roles-entitlements/
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