
FDA Cybersecurity Label
Use Case

Demonstrates Registration of a Trusted Location (URL)



FDA Final Cybersecurity Guidelines

• Medical Device Manufacturers MUST satisfy FDA Final Guidelines 
described here: https://www.fda.gov/regulatory-information/search-
fda-guidance-documents/cybersecurity-medical-devices-quality-
system-considerations-and-content-premarket-submissions

• FDA requires several artifacts including SBOM and Cybersecurity Label

• These artifacts can be easily shared via a SCITT Trust Registry 
(Transparency Service)
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FDA Cybersecurity Label Requirements



Continued



Registering a Trusted Location (URL)

• Using FDA Cybersecurity Label as use case

• Can be used to verify that URLs are registered as trustworthy

• Mapping of APIURL -> SCITT Registered Location

• Most useful to check for “trusted API’s” before use (avoids 
typosquatting)
• If ResolveSignedStatementChecker(APIURL)

• Execute APIURL



MDM Registration of Cybersecurity Label URL

Medical Device Manufacturer SCITT TRANSPARENCY SERVICE
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Register Signed Statement
Label URL in payload

Registration 
Policy

Registration is successful
Location: https://transparency.example/entries/67

Label Location in SCITT
Registry

Resolve Signed Statement
Returns Label URL

Retrieve Label

https://softwareassuranceguardian.com/labellink/getTrustedProductLabel?ProductID=7D886CE3F472392CE2505C3AF0EC70E8394A33D6CD47AEF918C71AA91859D62D&html=1

	Slide 1: FDA Cybersecurity Label
	Slide 2: FDA Final Cybersecurity Guidelines
	Slide 3: FDA Cybersecurity Label Requirements
	Slide 4: Continued
	Slide 5: Registering a Trusted Location (URL)
	Slide 6: MDM Registration of Cybersecurity Label URL

