SCITT & OCP Case Study
- Nobuo Aoki



OPEN Compute Project

@® What OCP stands for?
@® An initiative launched in 2011 by Facebook (now Meta)
@® Strong in developing hardware peripheral areas
@® Primary Goal
@® To create an open-source community that collaborates to
develop the most efficient, scalable, and cost-effective
computing infrastructures possible



Case Study: (Firmware)

1) SCITT & OCP for Software

{:} Identity certificate harvested at manufacturing

SBOMs produced by component / platform
vendors

Audit reports recorded on immutable ledger

Metadata verified and certificate signed by
SCITT signing & transparency services

Signed certificate sealed to chip at board
A assembly

Attests hardware, verifies identity, verifies
receipts.
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vendors

Audit reports recorded on immutable ledger

Metadata verified and certificate signed &
SCITT signing & transparency services'
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Signed certificate sealed to chip at board
assembly

Attests hardware, verifies identity, verifies
receipts.
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Case Study: (Extend towards Hardware)

ii) SCITT & OCP for Software

@® Dbegan listing identifiers of the hardware supply chain provenance
@® Hardware Threats, Device Identity,
|dentity Management, EOL, Circular Economy
® Deepened their understanding of HBOM
® have begun examining whether HBOM's provenance can be
protected in the same manner as SBOM with SCITT.



Case Study: (Extend towards Hardware)

ii) SCITT & OCP for Software
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What we learned?

@® SCITT Architecture and SCRAPI have
likely matured sufficiently
O OCP appears to be able to provide provenance information flow
for SBOMs related to firmware using SCITT
O The possibility has emerged that
SCITT applications beyond firmware,
e.d., Chip, Board, Integrated-Hardware, may be discovered



Points of Controversy

@® Can the information flow within the supply chain encompass not only
software but also the hardware and platforms that support it?
O Answer: maybe yes (ongoing)
O Reason: from the SCITT perspective, they are all statements, e.g.,
SBOM, HBOM, etc



Points of Controversy

@® Can different {e.g., statements} and different {e.g., receipts =
statements} be integrated hierarchically, such as real-world o

computational resources? O )

O Answer: maybe no (ongoing) C\ {;}—-*‘-" !

O Reason: @ s /O !
A hierarchical methodology f;:eli}gg’y‘gfgﬁzzfjnijgzs’ =
must be designed separately o ﬁ
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Next Actions

@® To learn more?
O Exploring the limits of applications that SCITT can handle
B Try out various artifacts & statements
O Scrutinize valuable use cases
B |dentify scenarios where you need to know
Supply Chain information for wild computing resources
B Key to consensus lies precisely
in this process of putting things into the document
@ There is still time before we can answer these questions...
O What should be done within the scope of SCITT charter#1?
O Should the SCITT charter be updated?
O Should we seek assistance from another working group?

—



	Slide 1: SCITT & OCP Case Study  - Nobuo Aoki
	Slide 2: OPEN Compute Project
	Slide 3: Case Study: (Firmware) ⅰ) SCITT & OCP for Software
	Slide 4: Case Study: (Firmware) ⅰ) SCITT & OCP for Software
	Slide 5: Case Study: (Extend towards Hardware) ⅱ) SCITT & OCP for Software
	Slide 6: Case Study: (Extend towards Hardware) ⅱ) SCITT & OCP for Software
	Slide 7: What we learned?
	Slide 8: Points of Controversy
	Slide 9: Points of Controversy
	Slide 10: Next Actions

