Trust and security

* Draft-ietf-sml-trust

* WG adoption finally done

* Less text than before, clearer focus

* Overview of the threat landscape

* Recommendations regarding handling
* Review desired



Types of security concerns

* Automatic processing allows remote execution

* Possible divergence between structured data
and for-display data

* Senders may be able to extract data

* Include this section at all? It’s descriptive.



Formal display or falling back

* Current text has a three-part test

e Alternative from Arnt as IC: Act as for calendar
Invitations

* 100% display-only data such as link previews
may not require any test at all;, comments?



Three-part test

e Sender is trusted, in an unspecified way
* Message is In a thread with a trusted message

* Message content relates to trusted content, e.g.
calendar update to previously-accepted invitation



Alternative: Be like ICal
* Many user interfaces present “add event to
calendar”
* “Add ticket to wallet” is quite similar

* Suggestion: Recommend SML display agents to
use the same test

* Matches running code poorly, though...



Automatic processing

* Automatic processing performs actions

* More action = additional risk

* Advice on additional precautions?

* If, then perhaps: Iff message gets a notification



Sender-side trust

* Difficult to know whether a message is displayed
* Spam filters etc

* Predictable display across destinations Is
desirable

e Can/should this document even mention It?



Use cases

* The draft currently notes that some uses cases
have higher risks than others

* Do we need to say anything, or anything more?
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