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VESPER: Verifiable STI
Personas

« Framework to bind TNs to real entities
» Delegate certs + Authority Tokens
« Transparency logs for ecosystem accountability

Problem & Goal

« Specific framework to bring together many of the tools we
have defined in STIR to authenticate the actual calling
party and their claims though delegation and ATs

« Goal: explicit, auditable right-to-use telephone number +
associated vetted claims through authority tokens baked
into delegate certificates with transparency




What Changed Since -04 + Clearer role of TNAuthList &

(focus & simplification) JWTClaimConstraints Authority Tokens
« Stronger guidance: short-lived certs + inline x5¢

« NA/Transparency responsibilities clarified
Very Brand new (-06)
« New vper claim (entity metadata w/ GLUE)

« Claim-Constraint transparency modes (value /
hash / salted)




tl:dr

Authority Tokens — RTU and vetted claims
Delegate Cert — end-to-end authentication
Transparency — eco-system assurance/accountability

Connected Identity — mutual end-to-end authentication



Authority Tokens

TNAuthList Authority Token
* Issued after TN assignment to an Entity
« Cryptographic proof of RTU for specific TN(s)

« Consumed by CA (ACME challenge) to bind TN(s) in cert
TNAuthList

JWTClaimConstraints Authority Token - (just adopted in ACME)
 Issued by vetted Claim Agent

* Enumerates which PASSporT claims are authorized and how
bound

* Supports privacy modes: clear, hash, salted commitment

« CA copies constraints into cert (no widening)



Delegate Cert Issuance
Flow

« Entity gets TNAuthList Authority Token (RP/RO) and
JWTClaimConstraints Authority Token (Claim Agent)

« Entity — CA: CSR + both tokens (ACME challenges)
« CA verifies tokens, issues short-lived delegate cert
« Cert submitted to transparency log (SCT/receipt)
What'’s in the Delegate Certificate

« TNAuthList extension: the authorized TN(s)

« JWTClaimConstraints / Enhanced: allowed claim paths +
bindings

« Short-lived profile; x5¢ MUST be supported; VS SHOULD prefer
x5c

* SCT proving log inclusion



AS/VS Usage

Authentication Flow (AS)
« AS signs PASSporT (orig, dest, iat, optional RCD/vper)
* Include cert chain inline via x5¢

« Claims asserted MUST conform to JWTClaimConstraints

Verification Flow (Relying Party / VS)

« Validate PASSporT signature; trust chain from x5c¢

TN in orig and TNAuthList in delegate cert

« For each asserted claim: enforce JWTClaimConstraints

« Validate SCT / inclusion; check cert lifetime/freshness




New Additions

Connected Identity (rsp PASSporT support)

« Destination may return rsp PASSporT

« Signed by a delegate cert authorizing the dest TN
« Same constraints/x5¢/SCT checks apply
Claim-Constraint Transparency

 Inspired/compatible with RCDi type of integrity hashin
constraints, use of hashes can enforce levels of privacy

Proposing:
« Transparent-Value: publish exact value (max auditability)
« Semi-Private (hash): publish SHA-256 over canonical value

+ Private (salted commitment): publish H(S || value);



New Addition
PASSporT Claim

“Vper”
« Structured entity metadata (minimal, interoperable, extensible?)
« Fields: entityid (UUID or public key), glue (GLUE URNSs), name, domain
« May appear clear or as integrity artifacts (hash/commit via constraints)
Example:
"vper": {
“entityid": "uuid:2f3deb60-0a34-4d2f-8ada-2e3d3b6d3a72",
"glue": ["urn:glue:ein:XX-XXXXXX"],
"name": "Example, N.A.",

"domain": "example.com"




VESPER OOB -01

« OOB delivery for VESPER/STIR identity

« CPS publish/retrieve with Access JWT using API that adopts ATIS-1000105
« CPS discovery using STI-CT

Problem and Goal

« STIR depends on in-band header delivery

« Legacy/TDM and intermediaries strip Identity

« Messaging use-cases that may not have ability to carry PASSporT
* Goal: verifiable identity outside of SIP path

Basic Flow

« AS signs PASSporT (VESPER cert, x5¢, SCT)

« Publish to CPS discovered from the cert

« VS retrieves by {DEST}/{ORIG} + Access JWT

« Optional Connected Identity (rsp) round-trip




API Endpoints at a Glance

Required: (adopted from ATIS-1000105)

« GET /health — liveness

 POST /passports/{DEST}/{ORIG} — publish

« GET /passports/{DEST}/{ORIG} — retrieve
Connected Identity (new):

« POST /respond/{UUID}

 GET /passports/response/{UUID}

« GET /passports/response/stream/{UUID} (SSE)
« (optional) wss://.../stream/respond/{UUID} (WS)




Moving forward

Looking for more input/feedback toward adoption

Are we closer?

Good industry discussions and agreement on RTU and
enterprise use-cases to support eco-system vetting

Let's work on this
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