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What is SUIT Report?

- If a SUIT Manifest fails to apply, why did it fail?
* Did a Class ID mismatch?
 Did an image fail to fetch?
* Did a hash mismatch?

- All of these require different responses from the author.
* But many more failures are possible
- How can we encode the specific failure reason for all manifests?

- Solution: encode what the manifest did as waypoints in the manifest
* “Code Flow” through the manifest is linear except in the Try-Each Command.
 Try-Each flow is controlled by Failed SUIT Conditions => Next Command Sequence in Try-Each
* Determining what has happened only requires records comprising:
* Current Manifest Command Sequence
- Offset in Manifest Command Sequence
* Current Component ID
* Failure Reason: Expected Value (in Manifest) & Actual Value
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SUIT Report Status

Submitted to IESG for Publication
Most DISCUSSes cleared.

One remaining: (Eric Vyncke’s)
- Staged in Github
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Changes since IETF123 (v13)

 Clarified link between SUIT Report and SUIT Architecture
* Provides link between Status Tracker Client & Status Tracker Server

 Clarified terminology

- Clarified that suit-record-manifest-section refers to a manifest Command Sequence
* Defined supported command sequences (as of writing)

- Explained that SUIT_Report is a logging container
- Added more cross-references

- Clarified the exact meaning of the SUIT_Reference elements
* URI must match suit-reference-uri
« SUIT Digest must match SUIT _Authentication, element O

- Rewrote attestation section (Section 5), clarifying the roles of the different actors
- Added CDDL Labels to IANA considerations
*  Pruned a dangling label (dependency-index) from CDDL
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